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Cybersecurity has Critical Impact on Your Society

« Cybercrime will cost the world six TRILLION dollars annually
 The human attack surface will total Six BILLION people
 Infrastructure will be the tall kid in the dodge-ball game

 All electronic causes 29%
e Causes related to human factors 35%
« Causes related to physical factors 36%
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We Need a Common Body of Knowledge

 Network nerds don’t deal with human factors
 HR doesn’t regulate facility access
« The guard shack doesn’t configure the firewall

« The model will tell practitioners what they need to know and do
« It will tell designers and architects how those elements relate in a practical solution

 Workforce areas — their underlying specialty areas and job roles
 The relevant tasks, knowledge, skill and ability requirements for each specialty area.
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Securely Provision
Secure Acquisition
Secure Software Engineering
Systems Security Architecture

Systems Requirements Planning
Test and Evaluation
Systems Development

[Nownpwnp

Technology Research and Development

Oversee and Govern

26. Legal Advice and Advocacy
27. Strategic Planning and Policy Development
28. Training, Education, and Awareness (TEA)
29. Information Systems and Security Operations
30. Security Program Management
31. Risk Management

\_ 32. Knowledge Management

A Roadmap for Effective Cybersecurity

Operate and Maintain
8. Data Administration
9. Customer Service and Technical Support
10. Network Services
11. System Administration
\_ 12. Systems Security Analysis

Protect and Defend
13. Enterprise Network Defense
(END) Analysis

Operate

7 14. Incident Response
. 15. Enterprise Network Defense
Maintain
(END) Infrastructure Support

Sgcyrely 16. Vulnerability Assessment and

Provision Management
Oversgf'é h
and
Govern
/| Investigate

/

/| 17. Digital Forensics
18. Cyber Investigation
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Investigate

22.
23.
24.

 25.

Analyze P
All Source Intelligence
Exploitation Analysis

Targets

Threat Analysis )

Collect and Operate

19. Collections Operations
20. Cyber Operations
21.

Cyber Operations Planning
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Shaping the future 2018

Thank you for your attention

Dan Shoemaker dan.shoemaker@att.net

Professor and Graduate Program Director
Center for Cyber Security and Intelligence Studies
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