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Software Supply Chain Risk Management: & Forum

Technological Advances in Network-Connectable Medical Devices and Systems

Before

Devices were physically
connected to patients

Data obtained from devices
was stored locally on paper
Devices were physical
products

Care was hand-administered
at the health care location

Physical access was needed #~———=
to view health data
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Now
@ Devices are connected wirelessly
to patients and other devices

Data obtained from devices are
- Stored in the cloud

Devices include software and
databases of health information
Care is available to patients in the
: palm of their hand through apps

@ Health data can be accessed
anywhere on earth

SYNoPsys’




Software Supply Chain Risk Management: S Elobal

Network-Connectable Medical Devices are Source Vectors for Exploitation

Sloppy manufacturing ‘hygiene’ is compromising privacy, safety/security;
— 10T risks provide vectors for exploitation of privacy & financial data
— 10T risks range from virtual harm to physical harm ;E) M

.;3_La

¥

N

Medical devices & heath data systems provide hackers
with vital information:

-- Lack of timely software updates/patches

-- Compromised devices infecting other systems and exposing
patients to increased risks attributable to cyber exploitation
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5
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Software Supply Chain Risk Management:

Healthcare Concerns for Network-Connectable Medical Devices and Systems

POPULAR SCIENCE

HACKED MEDICAL DEVICES MAY BE THE BIGGEST
CYBER SECURITY THREAT

Healthcare IT News

Threat matrix: Malware and hacking pose
dangers to medical devices

CSO

Attackers targeting medical devices to
bypass hospital security

= SEGURITY WEEK

AND ENTERPRSE MC YN WL NG TS & ANAL TS

Medical Devices Used as
Pivot Point in Hospital
Attacks: Report
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Hegalthat

Lax medical device Hospital Drug Pump

. C Be Hacked Th h
security needs Urgent  Napwork, FDA Warne

action

Key points:
Connected medical end-points
One stop treasure-trove of data

Loss of reputation

1

2.

3. Cost of a data breach

4

5. Cyber exploitation -> physical harm

FDA Warning Wire: Faulty
I—AW@D Devices Used in Patients
SYNoPgys



Software Supply Chain Risk Management:

Healthcare Concerns for Network-Connectable Medical Devices and Systems

. Ponemln
Ponemon Institute research reveals risks to medical devices and

why clinicians & patients are at risk:

Medical devices are very difficult to secure

Medical Device Security: An Industry
Under Attack and Unprepared to Defend

Accountability for medical device security is lacking

Sponsored by Synopsys
Inde; by Penemon Instiute LLC

Mobile devices usage is affecting security posture in healthcare

Medical device security practices are not the most effective

Testing of medical devices rarely occurs

©2017 synopsys, ne. 5 Nttps:/www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/ SYnorsys'



https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/
https://www.synopsys.com/blogs/software-security/synopsys-report-finds-medical-device-industry-vulnerable/

Software Supply Chain Risk Management:

Healthcare Concerns for Network-Connectable Medical Devices and Systems

Ponemon Institute research reveals risks to medical devices and why
clinicians & patients are at risk:

» 67% of device makers believe

Medcal Device Security: An industry

“How likely is an attack on one [REUECENITEY — L3

Spomored by Bynopiys

(o B 1 o R Lo D= L AR T I e e 56% of device users believe

in use by your organization?” attack is likely

» 38% of device users are aware of

. inappropriate therapy or treatment
Patients have already suffered due to an insecure medical device

adverse events and attacks: « 37% - an attacker took control of the
device

Uoe Jarzombek, Software Supply Chain Risk Management SVII[]P§\/S



Software Supply Chain Risk Management:

Need for Cybersecurity Assurance: Healthcare is target-rich for breaches

Number of Records Breached by Industry:

HEALTHCARE . | Cyber

st @ i intrusions _ _ _
G | will likely H'Gph;yfofmgfla'
recivotocy @) INEeEEE medical records

due to:

In black market

Mandatory
transition from
paper to
electronic health
records (EHR)
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Lax cyber
security
standards



http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjyl8mw15rTAhVDFSwKHefJBUMQjRwIBw&url=http://www.ugnn.com/2015/11/1511-29_cyber_security/&bvm=bv.152174688,d.bGg&psig=AFQjCNEt-qqLLn928aIGsXt0hpwrKaC85w&ust=1491940970678257

Software Supply Chain Risk Management:

Examples of Hacking Network-Connectable Medical Devices

Pacemakerﬂmplantable Ca"dioverter Deﬁbrillator {ICD} "We are potentially looking at a worm with the ability to commit mass murder.”
Barnaby Jack added.

®...the software | developed allows the shutting off of
the pacemaker or ICD, reading and writing to the memory

of the device and, in the case of ICDs, it allows the
delivering of a high voltage shock of up to 830 volts.

Barnaby Jack

Continuous Glucose Monitoring Systerm and /nsulin Pump

Sensorthat = 4 Jf1 = LA\ N  Insuln pump
communicates bing that
wirelessly with the partially
continuous glucose mpilanted in the
i patient’s body

HACRER CAN SEND FATAL DOSE B
TO HOSPITAL DRUG PUMPS . -
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Increased risk from supply chain due to:

Increasing dependence on « Varying levels of development/outsourcing controls
globally sourced medical « Lack of transparency in process chain of custody
devices and software * Varying levels of acquisition ‘due-diligence”

* Tainted products with malware, exploitable weaknesses
Residual risk (CWESs) and vulnerabilities (CVES)

* Defective and unauthentic/counterfeit products

Growing technological « Internet enables adversaries to probe, penetrate, & attack

sophistication among remotely
adversaries * Supply chain attacks can exploit products and processes

Software in the supply chain is often the vector of attack SYNOPgYS
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Software supply chain risk management

Mitigating third-party risks attributable to exploitable software in medical devices

« Enterprise-level: -

— Regulatory compliance

— Changing threat environM —

— Business case / Pt Foreign |
* Program/project-level:

— Cost b
— Schedule
— Performance

=

?

ho makes risk decisions?

Who determines ‘fitness for use’ criteria for technical acceptability?
Who “owns” residual risk from tainted products?

Note: “Tainted” products: corrupted with malware, or exploitable weaknesses and/or vulnerabilities
© 2017 Synopsys, Inc. 10 SY"[]FSYS'



Software Supply Chain Risk Management:

Testing Software & Enabling Cybersecurity Assurance for Network-Connectable
Devices

Hackers use binary
analysis & fuzzing

techniques to find
vulnerabilities

How many exploitable Any software

weaknesses and processing input These are used to exploit or
vulnerabilities are in your can be attacked: launch attacks

systems and devices? network interfaces,

device drivers, user

. These can also be discovered
interface, etc..

& mitigated by suppliers;
should be used in test criteria
for acceptance testing

© 2017 Synopsys, Inc. 11 SY"[]PSYS'



Software Supply Chain Risk Management:

Proactive Control with Procurement Language for Supply Chain Cyber Assurance

Product MO
Development - System Protection
Specification and Security Program and Access Control Procurement
Policy Language for Supply
Chain Cyber
Assurance
Product Testing and Deployment and Exemplar

Verification Maintenance

(freely available for download; used
by other organizations)

https://www.synopsys.com/software-integrity/resources/white-papers/procurement-language-risk.html

© 2017 Synopsys, Inc. 12 SY"[]FSYS'
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Software Supply Chain Risk Management:

Underwriters Labs Cybersecurity Assurance for Network-Connectable Devices

« UL Cybersecurity Assurance Program (UL CAP) provides @
independent testing and certification of network-connectable devices

« UL CAP uses Synopsys Software Integrity tool suite to
comprehensively address software issues in systems and devices

« UL CAP is Product Oriented & Industry Specific with these goals:
oReduce software vulnerabilities
oReduce weaknesses, minimize exploitation UL 2900-3: Organizational Processes

oAddress known malware UL 2900-2-1, -2-2: Industry Specific
Requirements (currently for ICS &

‘ healthcare systems & devices)
@ UL 2900-1: CAP General

Requirements/
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Software Supply Chain Risk Management:

Enabling Cybersecurity Assurance for Network-Connectable Medical Devices

Software security tools and services can be used in assisting:

« Governments and industry in establishing certification labs for
medical devices;

» Healthcare service providers in testing network-connectable
medical devices and equipment; and

« Manufacturers in implementing best practices for securing medical
devices and mitigating risks to patients and health care providers.

Cybersecurity Assurance: It’'s an multi-team effort!
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Thank You

Joe Jarzombek — Global Manager, Software Supply Chain Solutions
Joe.Jarzombek@synopsys.com | 703.627.4644

Synopsys Software Integrity Group | www.Synopsys.com/software

Join us in our online Software Integrity Community for software security and quality assurance
See State of Fuzzing 2017 to gain insight in software development where further testing remains
Synopsys named a Leader in AppSec Testing in Gartner’s 2017 Magic Quadrant
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