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C-Level needs to realign enterprise strategy due to
digitalisation and cyber risks

1) Cyber becomes an enterprise risk vector Business Decision
- Trends: Global digitalisation, Factory 4.0 Jatue Chain
- Cyber can’t be managed only from a . Reconfigure -

. . . N .
technical and operational perspective e adcore -
capab'\\'\"

2) C-Level needs support in order to take
decision regarding /or implying Cyber

Business decision

Cybersecurity strategy

Cyber Insurance

Investment

3) C-Level needs financial figures to quantify _
cyber risks © Iél-!IE?NCBEESsPACE



Cyber risk management ecosystem
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CVPRES RM initiative, innovative methodology, on standardization
process, a strategic vision for Top Exec customers

Consolidated results for C-Level, rationalize and prioritize budgets, Gost o implamentng 1
Then manage the cyber risks at the operational level

IT Investment make sense to mitigate
the exposure
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Cyber risks: the SPICE Initiative at Airbus =l I n S u ra n ce
Philippe Cotelle, Head of Insurance Risk Management, Airbus Defence and Space e
-

Financial dashboard example
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It is a pilot programme for a business impact analysis t
identify cyber-related disaster scenarios that could affect
our operational capability and it s truly innoy

SPICE needs high level technical experts who know the
cyber threat environment of the organisation. To start, we
gathered representatives of all the functions as well as
from IT and information management security to:

1. 1t has long been perceived as an IT issue only,

which neglects addressing the related business +  Educate the operational managers to the new cyber

impact. This is especially critical with the increase threats;

in connectivity of industrial systems. « Discuss the security issues with great care; o o o o ° 4 H H

. consider some potential cyber attack S

B | T o cientific suppor -System- international institutions

clear and open analysis of this risk as information . ted” functions and information ’ eee ’ ’

management s a critical security issue; even an; ecurity.

creating a list of potential vulnerabilities is a huge L

‘‘‘‘‘‘ o Connect, FERMA), ANSSI (French cyber agency) and business customers
3. Finally there is a fear that disclosing a cyberattack Attacks: We focussed on identifying potentially ’ ’ y g y

suffered or even admitting a potential catastrophic scenarios:

vulnerability could endanger the reputation of

the company. *  Who might attack us and what would their motives.

be?

To get over these obstacles, the risk manager hasto  +  What functions and assets would be impacted?
be able to demonstrate to the CEO or the executive  «  How would we recover and how long would it take?
committee the possible financial impact of a massive

)\
cyber attack in terms of business interruption and  Cost: We calculated the business and operational impact . AI R B U s
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Digitalisation, Business and efficienc

People Buy
From People
They Trust »

Cyber, Trust and Confidence



