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The CyberSecurity Problem  

 

The “Human” Weakness 
 

Humans are consistently the weakest link for security issues in 

any organization 

 

 

 

The “Enterprise” Weakness 
 

Organizations cannot rapidly improve their security posture as 

fast as technology changes. 
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The (In)Security Problem - Verizon Report 2016 

Â 82 countries, 3,141 Breaches, 100,000 Incidents 

Â 80% of intrusions took little or no specialist skills 

Â 62% of breach detection takes months or years 

Â 70% of breaches discovered by 3rd party 

ÂTop motivations for security breach - Financial and Espionage 
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The (In)Security Problem - Verizon Report 2016 

Â 82 Countries across all industries 

Â Government, Retail, & Financial sectors most breaches 
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The (In)Security Problem - Verizon Report 2016 

Â Hacking & Malware increasing exponentially 

Â Social Engineering Attacks took little or no specialist skills 
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The (In)Security Problem - Verizon Report 2016 

Â Time to Compromise becoming faster (hours to minutes) 

Â Time to Discover becoming slower (days to months) 
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The (In)Security Problem - Verizon Report 2016 

Â Time to Compromise becoming faster (hours to minutes) 

Â Time to Exfiltration becoming faster (months to days) 
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SECURITY? RISK? 

 

WHAT are we protecting? 

 

HOW are we protecting? 
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What Are We Trying To Protect? 

ÂThe valuable properties of anything is considered an asset 

ÂData – CIA, privacy, accountability 

ÂTime – Launch delay, processing delay, etc. 

ÂMoney – can’t make sales, can’t process transactions 

ÂReputation and Brand – loss of trust 

ÂLegal – compliance, contractual regulation 

ÂGovernment -Military, Intel; Mission Critical Systems 
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DETECTION! 

 

DETECTION!! 

 

DETECTION!?!? 
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PREVENTION? 

 

PROACTIVE DEFENSE? 

 

RED TEAM!!! 
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DIGITAL CRIME 

 

$VERY PROFITABLE!€ 

 

LAWS? PENALTIES? 
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2014 ς Year of the Data Breach 
 

  “future scenario doesn’t look any better” 

  
 As stated in Europol’s iOCTA (Internet Organised Crime 

Threat Assessment) 2015, the media commonly referred to 

2014 as the “Year of the data breach.” With record numbers of 

network attacks recorded, this is a constant trend and the 

future scenario doesn’t look any better. 
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Industry Compliance & Regulations 
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PCI Data Security Standards 
American Express Data Security Standard  
Visa Cardholder Information Security Program  
MasterCard Site Data Protection Program  
National Defense Authorization Act (NDAA) [Section 932] 
NERC Cyber Security Standards 
Homeland Security Presidential Directive 12 (HSPD-12)  
Defense Information Systems Agency - Database Security 
Technical Implementation Guide (DISA-STIG)  
Federal Information Security Management Act (FISMA) 
Healthcare Services (HIPAA)  
Financial Services (GLBA)  
California Senate Bill No. 1386  
Sarbanes-Oxley Act  
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USA Laws & Penalties 

 Data Security and Breach Notification Act of 2015 
 

Consumer Privacy Bill of Rights Act of 2015 

  
Fines are not particularly prohibitive and it’s not clear how they 

would be enforced, and businesses would be allowed to draft their 

own codes of conduct, leaving room for loopholes. 

 Most notably, fines for violations are calculated not by the number 

of affected individuals, but by the number of days during 

which a violation occurs. Thus, if a company were to sell millions of 

personal records in one day in violation of the proposed law, it would 

face a maximum fine of $35,000, and new companies are 

exempt from any penalties for the first 18 months of their existence. 
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USA Laws & Penalties 

 Data Security and Breach Notification Act of 

2015 
 

SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts 

EU Laws & Penalties 
 

  EU General Data Protection Regulation 

  
 The European Union and several of its member states have 

introduced similar regulations, some of which are specific to 

particular industries, with the result that organizations 

operating across different legal jurisdictions have the added 

burden of making sure they comply with the different laws. 

 

“failure to comply with this requirement could lead to penalties 

equivalent to 5 percent of an offender’s global turnover.” 

SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts 

DIGITAL CRIME 

 

$DARK WEB€ 

 

SOME EXAMPLES 
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The cards for sale in the Barbarossa base 
vary widely in price from $23.62 per card to 
as high as $135 per card. The prices seem to 
be influenced by a number of factors, 
including the issuing bank, the type of card 
(debit or credit), how soon the card expires, 
and whether the card bears a special 
notation that often indicates a higher credit 
limit, such as a Platinum card. 
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vDOS Hackers made $600,000 
 

vDOS — a “booter” service that has earned in excess of 

$600,000 over the past two years helping customers 

coordinate more than 150,000 so-called distributed 

denial-of-service (DDoS) attacks designed to knock Web 

sites offline 

 

The various subscription packages to the service are sold 

based in part on how many seconds the denial-of-service 

attack will last. And in just four months between April and 

July 2016, vDOS was responsible for launching more 

than 277 million seconds of attack time, or approximately 

8.81 years worth of attack traffic. 

SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts 

What is Needed from Govt & Industry? 
 

  EC3 – European Cybercrime Centre 
  

 The law enforcement community is constantly fighting against 

these criminal markets, its administrators and the criminals 

trading the stolen data. However, only through a coordinated 

effort involving all the parties involved; law enforcement, 

private sector, financial institutions, internet security industry, 

we will be in position to properly tackle this threat. 

 

Fernando Ruiz—Head of Operations—European Cybercrime 

Centre (EC3)—Europol 
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The CyberSecurity Problem  

 

The “Human” Weakness 
 

Humans are consistently the weakest link for security issues in 

any organization 

 

 

 

The “Enterprise” Weakness 
 

Organizations cannot rapidly improve their security posture as 

fast as technology changes. 
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Visit us at 
 
 SecureNinja.com 
 

Watch SecureNinjaTV on 
www.youtube.com/Secureninja 

http://www.youtube.com/Secureninja
http://www.youtube.com/Secureninja

