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An experimental and technical
cybersecurity platform

CHESS (Cybersecurity Hardening Environment for Systems of Systems)
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Secure future ultra-connected systems
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Simulation et analyse pour
I'évaluation de la cybersécurité
des architectures de systémes
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Smart Gr|ds and project ITEA2 SEAS
Connected Cars
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Versatility
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Intelligent Transport

Automobile Attack Surfaces

Cybersecurity
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Some challenges

» From a compartmentalized world to an open world

0 Internet of Everything
0 XaaS: Anything as a Service

» Cyber protection of connected transport
0 Firewall, Antivirus, Antimalware, Hypervisor, IDS,
decontamination zone?
0 Security maintenance over-the-air

Techniques
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Integrated HMI
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Supervision

Future SOC

Count (subtype aggregation) &S x Date histogram (subtype aggregation) a3
a Legend ©
Top 5 _type+Q Count$ ® pshitt
pOf 43655 ® ufw
15k ® pof
pshitt 37021 P 7
ufw 21352
T e 10k
A 4 5 =
o
(3]
Unique count - usemames ¢ % Unique count - passwords & %
5k |

2000 14586 LT AT "I II
Unique count of data.username.raw Unique count of data.password.raw 0 = - . . . . . = - . = . = e . == . .

2015-06-07 02:00 2015-06-09 02:00 2015-06-11 02:00 2015-06-1302:00 2015-06-1502:00 2015-06-17 02:00 2015-06-19 02:00 2015-06-21 02:00
custom_timestamp per 12 hours

A A A

Map - pshitt S x

North North
Atlantic Atlantic
s
Ocean od Qcean
- o L)
Sahara Arabian ¢ Sahara o Araob:fa,nw’
Peninsula v . sPoninsula
AFRICA 2 AFRICA
) ; o :
L » z
=~ ‘ R .. N~
W ) ngo e
Y X adv, tmm ° 5o i v, & S,
? “Ba B 8 |
g Indian totles/a ST oL ® Indian Inodsone‘s’a
- S'o uith ) y 7 Ocean Sto uith ) 4 Ocean
O RN SOUTH98?° DAL ; / ORN - ojus of /
AMERICA Atlantie . : _AUST AMERICA Atlantic & S, ,.A!LSIT %




DIGITALIZATION: THE GLOBAL TRANSFORMATION

Monday 19th & Tuesday 20th
September 2016

Evoluon Center, Eindhoven, Netherlands

Questions?

philippe.wolf@irt-systemx.fr
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