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An experimental and technical 
cybersecurity platform 

CHESS (Cybersecurity Hardening Environment for Systems of Systems) 

 

S3: Cyber & Security  

Philippe WOLF 
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Secure future ultra-connected systems  

▶ European Cybersecurity Strategic Research and Innovation 
Agenda (SRIA) for a contractual Public-Private Partnership (cPPP) 
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Methodology 

Reproduce the System 

Real / Simulation 

Find Vulnerabilities 

Secure the System 
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Smart Grids and 
Connected Cars 

project  ITEA2 SEAS 

c 

Market operator 

Internet ,  GPS ,  GPRS ,  CPL 

DSO   ?   market operator 

-   Price  ( of energy )  

-   Price  ( of energy ) 

Battery Management System  
( BMS ) 

prosumer 

Onboard or stationary computer ,  smartphone 

energy storage  ?   prosumer 

-   Mini SOC 

-   Battery wear 
-   SOC 

Energy storage 

Onboard or stationary computer ,  smartphone 

energy storage   ?   BMS 

-   Speed of charging 
( recharge mode  +  power line capacity ) 
-   SOC 

-   Time of immobilization 

-   Battery characteristics  ( 22 kWh ) 

Internet ,  GPS ,  GPRS ,  CPL 

market operator   ?   home or building  
management system 

-   Needed power or needed storage  
capacity  ( RnE ) 
-   Price  ( for  the rate power consumption  - 
degressive price ) 

-   Estimation of the load management 
-   Actual consumption  /  production 
-   Price 

home or building  

management system 

-   Gained power due to RnE production 

Internet ,  GPS ,  GPRS ,  CPL 

home or building management system   ? 
energy storage 

-   Time of immobilization 
-   Needed power for micro grid or needed storage  
capacity  ( RnE ) 
-   Price  

-   Available power or storage capacity in each EV 
-   price 

Information flow 

Power flow 
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Versatility 
Communication protocols 
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Intelligent Transport 
Cybersecurity 
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Some challenges 
▶ From a compartmentalized world to an open world 

◻ Internet of Everything 
◻ XaaS: Anything as a Service 

▶ Cyber protection of connected transport 
◻ Firewall, Antivirus, Antimalware, Hypervisor, IDS, 

decontamination zone? 
◻ Security maintenance over-the-air 

Techniques 
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Supervision 
Future SOC 
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Questions? 

Free area (Picture, logo …) 

philippe.wolf@irt-systemx.fr 


