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There Is a need to develop the
Science of Cybersecurity !

We need to better understand how to measure
cybersecurity / cyber risk?
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Cyber Security Engineering:

A Practical Approach for Systems and Software Assurance
-by Nancy R. Mead, Carol C. Woody (CMU / 2016)

Foreword (by Don Davidson)

--Mechanical Systems
--Electro-Mechanical Systems
--Electronic/Digital Systems
with ubiquitous (enabling) HW & SW embedded
now being networked together at an unprecedented rate



DIGITALIZATION: 2
Monday 19th & Tuesday 20th ; é GIObaI
September 2016 Forum

Evoluon Center, Eindhoven, Netherlands

There Is a need to develop the
Science of Cybersecurity !
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Measurement

We need to better understand how to measure
cybersecurity / cyber risk?
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Cvbersecurity & SCRM (in US-DoD

Ensure DoD Missions (and critically enabling
systems) are DEPENDABLE in the face of cyber
warfare by a capable cyber adversary.

« Our DoD Trusted Defense Systems Strateqy,
IS codified in DoD Instruction 5200.44, “Protection of
Mission- Critical Functions to Achieve Trusted Systems
and Networks (TSN). ”

e Microelectronics Security & Trusted Foundries
are sub-elements of our strategy.

« Software Assurance Community of Practice (SWA COP)
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Trusted Sourcing

Trusted Systems & Networks (TSN: DODI 5200.44)
All Services & most Defense Agencies have TSN Focal Points
Use DIA’s SCRM Threat Analysis Center to assess supply chains of most critical components of TSN.
Use new Joint Federated Assurance Center (JFAC) for Hardware Assurance & Software Assurance
(HWA & SwA) for testing and sharing best practices / lessons learned.
Use TSN RoundTable & Mitigation WG to share best practices / lessons learned.
* DoD also co-leads (w/ NIST) CNSS Dir 505 on SCRM

Commercial Products (COTS) / sub-assemblies (Routers, etc.)--- more of a DoD-CIO focus
- Common Criteria / Protection Profiles (NSA-industry)

Security Technical Implementation Guides (STIGS) (DISA-industry)

Approved Products Lists (DISA)

Approved Suppliers Lists (DLA)

How can we better leverage commercial standards?

Microelectronics Components / sub-components (ASICS)--- more of an AT&L focus
Trusted Suppliers (DMEA)
Trusted Foundry (DMEA)
How can we better leverage commercial standards / new manufacturing processes?

anomq CS/Acquisition Integration Activities
System Survivability- Key Performance Parameter & Cybersecurity Endorsement
Cybersecurity Basics / Cybersecurity Scorecard(s)
Software Assurance Community of Practice (SWA COP)
Joint Federated Assurance Center (JFAC for Hw & SW)

Ongoing R&D and Study Efforts in microelectronics (ASICS/FPGA) mfg and security (AT&L, DARPA, NSF, OSTP...)
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DoD Cyber Strategy

‘DoD Cybersecurity Campaigh Memo

» Cybersecurity Discipline Implementation Plan
* Cybersecurity Scorecard
N Culture and Compliance )

DoD Cyber Strategy and Implementation Plan issued by the Principal Cyber Advisor--eight different
lines of effort across the Department (April 2015)

» Cybersecurity Campaign Memo Tri-signed by DoD CIO, USD (AT&L) and Commander,
CYBERCOM on June 12, 2015-announces the initiation of a multi-faceted campaign (reinforced
by Operation CYBER SHIELD)
 Cybersecurity Discipline Implementation Plan_Late’15 signed by DepSecDef and VCJCS--

gives detailed guidance on the Cybersecurity Campaign
« Cybersecurity Scorecard the visual presentation of ten basic cybersecurity metrics of the
Department--delivered monthly since June 2015
(Cybersecurity Scorecard Evolution) is an in-progress adaptation of the current scorecard
efforts to include more comprehensive data collection and metrics on cyber basics and
programs of record in development

« DoD Cybersecurity Culture and Compliance signed out September 30, 2015 by SECDEF

and CJCS--a multi-faceted initiative to raise the level of human awareness, performance and

accountability in cybersecurity.
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Cybersecurity Discipline Implementation Plan
signed by DepSecDef and VCJCS—
gives detailed guidance on the Cybersecurity Campaign

(1) STRONG AUTHENTICATION- (move from Passwords to PKl)... ACCESS
(2) DEVICE HARDENING- (Configuration Mgt / SW Patching)... CONFIG MGT
(3) REDUCE ATTACK SURFACE- (manage External Interfaces)... ATTACK SURFACE

(4) CNDSP- (monitoring & diagnostics)... MONITORING

Can we use any of these start points for other Scorecards ?
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Confidentiality=
Ensuring that information is accessible only to
those authorized to have access.

Integrity=
Safeguarding the accuracy and completeness

of information and processing methods.

Availability=
Ensuring that authorized users have access to
Information and associated assets when required.

(Leader Awareness..... IT as new Insider Threat)

11
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Commercial SCRM Developments & Standards
TheOpenGroup's Trusted Technology Forum (OTTF): Trusted Technology Provider Standard (OTTP-S)

https://www2.0pengroup.org/oqgsys/catalog/C139

Supply Chain Technical Working Group (CCTWG) “approved” by Common Criteria Development Board (CCDB)

to advise CCDB & development of new CC "Protection Profiles" that will replace EALSs
https://cc-supplychain.teamlab.com/products/files/#408084

ISO 27036 on ICT Acquirer-Supplier Relationships (Parts 1-2-3) finalized Part 1 is FREE...
(TMSN/LCSRM leads US participation in ANSI CS1 SCRM adHoc WG)

SAE- G19’s AS5553 on Counterfeit Electronics... AS6171...

SAFECode
http://www.safecode.org/index.php

Govt-SCRM-related Developments
CNCI-SCRM still alive & well
CNSS DIRECTIVE 505 on SCRM from Committee on National Security Systems (FOUO)
http://csrc.nist.gov/news_events/index.html

"IT Supply Chain: National Security-Related Agencies Need to Better Address Risks",

GAO-12-361, Mar 23
http://www.gao.gov/products/GAO-12-361

NIST-IR 7622 & NIST 800-53 rev4 (US.gov-only participates in SCRM WG2)
http://csrc.nist.gov/news_events/index.html---- new NIST SP-161 on SCRM

DODI 5200.44 on Trusted Systems & Networks (Nov 2012)

USD AT&L Memo on Program Protection Planning (PPP) July 2011

Monthly TSN RoundTable Meetings & periodic TSN/PP Executive Council Meetings

EO-13636 & CyberSecurity Critical Infrastructure Protection FRAMEWORK
https://www.dhs.gov/publication/fact-sheet-eo0-13636-improving-critical-infrastructure-cybersecurity-and-ppd-21-critical

http://www.nist.qov/itl/csd/launch-cybersecurity-framework-021214.cfm
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2013 Executive Order 13636 & the Cybersecurity Framework
for Critical Infrastructure Protect

Section 8(e) Report /| EO 13636

» The Final Report, "Improving Cybersecurity and Resilience through Acquisition," was
publicly released January 23, 2014: (http://gsa.gov/portal/content/176547)

» Recommends six acquisition reforms:

. Institute Baseline Cybersecurity Requirements as a Condition of Contract
Award for Appropriate Acquisitions

1. Address Cybersecurity in Relevant Training

. Develop Common Cybersecurity Definitions for Federal Acquisitions
v. Institute a Federal Acquisition Cyber Risk Management Strategy

v. Include a Requirement to Purchase from Original Equipment Manufacturers,
Their Authorized Resellers, or Other “Trusted” Sources, Whenever Available, in
Appropriate Acquisitions

vi. Increase Government Accountability for Cyber Risk Management

Ultimate goal of the recommendations is to strengthen the federal government’s cybersecurity by improving
management of the people, processes, and technology affected by the Federal Acquisition System

~
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SW testing
SOAR Update

Good start points !
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Cybersecurity
Backup
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Risk Executive Function,
new DoDI 8500.01

...as performed by the
Information Systems Risk Management Council (ISRMC)—

--Ensures that management of IT-related security risks is consistent across the DoD,
reflects organizational risk tolerance and is considered along with other
organizational risk in order to ensure mission or business success.

--Ensures risk-related considerations for individual information systems and platform
iInformation technology, (PIT) to include authorization decisions, are viewed from a
DoD-wide perspective with regard to the overall strategic goals and objectives of the
DoD in carrying out its missions and business functions.

The ISRMC assesses Tier 1 (Organization) risk; provides strategic guidance to Tiers
2 (Mission and Business Processes) and 3 (Information Systems and PIT Systems);
authorizes information exchanges and connections for enterprise information
systems, cross-mission area information systems, cross security domain

connections, and mission partner connections. (Per new DoDI 8510.01)
18
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NIST Risk Mgt Framework (RMF) & DoD Component Applicability

at receive, process,

display or transmit DoD information”

DoD Information Technology

|

Information Systems [ PIT ] Services Products
[ | [ |
Major Enclaves PIT ‘ PIT Internal Software
Applications Systems
External Hardware
Applications
Full RMF Process: Assess & Authorize Assess Only

Not a one size fits all approach to securing IT
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