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Theory of marginal gains

» Olympics cycling: Marginal gains underpin
Team GB dominance

» Does it work in cybersecurity?
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Successive small corrections

» Marginal gains

More training programs

New security filters rules
Better definition of passwords
One more antimalware

» It is not sufficient in cyberdefence against

a determined and prepared opponent
50% better protection does not reduce the
risk by half (weakest links, domino and

butterfly effects)
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Radical changes are needed

» Optimization of

employee behaviour

business and technology processes

» Best practices in a global approach
Compliance levels must exceed a few percent
of existing standards

Efficiency needs control

« Must cover the entire supply chain

» What framework to Use?

3 examples (1US, 2 FR)
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NIST Cybersecurity Framework

» Cybersecurity — Executive

Order 13636 — 2013
Improving Critical Infrastructure

Cybersecurity

« (1) information sharing Detect

" (2) privacy

e (3) the adoption of
cybersecurity practices (NIST

with private sector)
« 22 categories, 98 subcategories
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French Public Cybersecurity Framework

» Circulaire Prime Minister — August 2014
Applicable to all public entities

« 10 Principles

e 13 ISO 2/7xxx Domains

e 34 Objectives and183 Rules
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French Framework for Critical Infrastructures
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Matching of Frameworks

They are compatible!

They cover the necessary changes in a global approach
The completeness seems fulfilled

Protective Technology (PE.PT): Technical secunty COBIT = D5505.02
solutions are manzged to ensure the security and ISA 624432 1:2009 43351, 43352,43353,43354, 43355,
resilience of systems and assets, consistent with 43356,43357,43358,43361,43362, 43363, 43364, )
lated poboes, procedures, and a 1 5 7 INT-REN-HS
related policies, . and agresments _ 43365,43366,43367,43368,43369,43371, 43372, ,
PE.PT-3: Access to systems and assets 15 controlled, 5 . 5 PHY-TELECOM
_ flocess 1o Syse: tnd et 1o oo IS4 62443-3-3:2013SR 1L SR 12, SR 13, SR 14, SRL5,SR16 SR [ 2P e OO 131,
meorporatig the principle of least functionality 17.SR18 SR19,SR110,SR1.11,SR1.12,5R113,SR21,SR22 SR “(I-CIRL:
23,524 SR25 SR216 SR1T PHY-CI-TRACES
ISOTEC 27001:2013 4.9.12
NIST SP 800-53 Rev, 4 AC-3, CM-T
CCS C5C 7
COBIT £ DS505.02, APO13.01
PR.PT-4: Communications and control networks are ISA 62443332013 5B 3.1, SR 3.5, SR3.8.5R 41,58 43,58 5.1, 58 .
rotected 52,5R53 SR7.1,SR76 PHY-TELECOM 16.3.
ISOTEC 27001:2013 A.13.1.1. 41321
NIST SP 800-53 Rev, 4 AC4, AC-17, AC-18, CP-8, 5C-7
DE.AE-1: A baseline of network oparations znd COBIT £ D5303.01 PHY.SLSUR
expected datz flows for users and systems 1s ISA 62443-2-1:20094 433 RIS—]:'_\_-['SOR LA R
establiched and managed NIST SP 800-32 Rev. 4 AC4, CA-3, CM-2, 514
ISA 624432 1200943456 43457 43458
ISA 62443-3.3:2013 5R.2 8, SR 29, SR 2.10,SR2.11, SR 2.12, 5R. 3.5,
DE.AE-2: Detected events are analyzed to understand SR 6] SRE2 ) ) EXP-CES-ANTIVIR -
attack targets and methods . ISOTEC 27001:2013A1611. A1614 EXP-JOUR-STR
Anomalie: and Events (DE.AE): Ancmazlous = _ 7
ctivity in etected in = fimel e I*-'IS'[;&P 800 :-iRu.-tAU—-ﬁ,CA IR, 514
potential impact of events is understood. DE.AE-3: Event data are agzregated and comelated [5A62443-3-3:2013 SR 6.1 EXP-POL_TOTR 6.1
from multiple sources and sensors NIST 5P 300-33 Rev, 4 AU-6, CA-7, IR-4, IR-5, IR-8, 514
COBIT £ APO12.06 EXP-OBSOLET
DE.AE-4: Impact of events is determined DEV-LOG-ADHER. 44,
NIST SP 800-32 Rev, 4 (P2, R4, RA3 514 TLINC-REM
COBIT £ APO12.06
DE.AE-3: Incident alert thresholds are estzblished ISA 62443-2-1:2009 42.3.10 TI-QUAL-TRAIT 9.1,
NIST SP 800-32 Rev, 4 R4, IR-5, [R-8
MrS e 14 14




5 Global DIGITALIZATION: THE GLOBAL TRANSFORMATION 9

Monday 19th & Tuesday 20th

Forum September 2016

Evoluon Center, Eindhoven, Netherlands

And now concerning the supply chain...

A lot has to be done to make these frameworks
applicable through the entire supply chain

» Contracts

» Efficiency (audits, control) \ y‘
» Liability >

» Sanctions @;"
» Education |
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Questions?

philippe.wolf@irt-systemx.fr
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