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Dependent on COTS products

"This is a trend the department has frankly been willing to recognize more in policy than in
practice...l'd hazard a guess that 25 years ago, 70 percent of the goods and services the
department procured were developed and produced exclusively for the military. Today, that ratio
has reversed. Seventy percent of our goods and services are now either produced for commercial
consumption or with commercial applications in mind. And it's backed by a largely commercial-
based supply chain.”

— Mr Brett Lambert, former DASD for Manufacturing and Industrial Base Policy
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SCRM informs Us

(and our decision making processes)

Given: We rely more & more on COTS / modular
components (microelectronic & software),
that are supplied through a
globally sourced supply chain.

What information is needed for our

“Make-or-Buy” decision,
&
how do we make our

“Fit-for-Use” determination?



« Maintaining the integrity of the supply chain is the most effective way to combat the problem.
Confirm and verify that every link in the supply chain is secure and observed. Responsible manufacturers
have designed and implemented highly reliable and secure distribution networks that ensure product
integrity. For branded products, trust only manufacturer authorized distributors. The use of brokers, re-
sellers, and unauthorized distributors (at any level in the supply chain) are common entry-points for
counterfeit products. An immediate supplier could be trustworthy, but could also be a victim of counterfeit
entry points up stream. For non-branded products, a holistic approach to the more traditional quality
control (QC) techniques discussed below is instrumental.

« The industry as a whole should adopt a zero-tolerance policy regarding counterfeiting. Report all
incidences of counterfeiting to the appropriate authorities and never fail to support any law enforcement
agency’s effort to prosecute to the full extent of the law.

* Train/educate procurement, quality management, and field personnel on the dangers of counterfeit
goods. Teach them how to prevent their entry into the supply chain and to mitigate the damage they do if
they are already present.

» Train/educate customs officials and other law enforcement agency personnel regarding measures
against counterfeit goods and materials—not just the higher-profile retail products.

» Establish more stringent supply chain management activities such as enhanced supplier pre-
gualification, more diligent sourcing practices, manufacturing surveillance, resident inspection, third party
verification, unscheduled in-process inspections, and any other exercises that will give owners and
contractors more confidence in the integrity of the products they’re paying for.

» Use effective positive materials identification (PMI) processes—or other methods of validation—
extensively throughout the supply chain.

* Put more emphasis on documenting the quality and integrity of the sourcing of raw materials and
commodity items.
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Cvbersecurity & SCRM (in DoD

Ensure DoD Missions (and critically enabling
systems) are DEPENDABLE in the face of cyber
warfare by a capable cyber adversary.

« Our DoD Trusted Defense Systems Strateqy,
IS codified in DoD Instruction 5200.44, “Protection of
Mission- Critical Functions to Achieve Trusted Systems
and Networks (TSN). ”

e Microelectronics Security & Trusted Foundries
are sub-elements of our strategy.

« Software Assurance Community of Practice (SWA COP)
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Trusted Sourcing

Trusted Systems & Networks (TSN: DODI 5200.44)
All Services & most Defense Agencies have TSN Focal Points
Use DIA’'s SCRM Threat Analysis Center to assess supply chains of most critical components of TSN.
Use new Joint Federated Assurance Center (JFAC) for Hardware Assurance & Software Assurance
(HWA & SwA) for testing and sharing best practices / lessons learned.
Use TSN RoundTable & Mitigation WG to share best practices / lessons learned.
* DoD also co-leads (w/ NIST) CNSS Dir 505 on SCRM

Commercial Products (COTS) / sub-assemblies (Routers, etc.)--- more of a DoD-CIO focus
- Common Criteria / Protection Profiles (NSA-industry)

Security Technical Implementation Guides (STIGS) (DISA-industry)

Approved Products Lists (DISA)

Approved Suppliers Lists (DLA)

How can we better leverage commercial standards?

Microelectronics Components / sub-components (ASICS)--- more of an AT&L focus
Trusted Suppliers (DMEA)
Trusted Foundry (DMEA)

How can we better leverage commercial standards / new manufacturing processes?

Ongoing CS/Acquisition Integration Activities
System Survivability- Key Performance Parameter & Cybersecurity Endorsement
Cybersecurity Basics / Cybersecurity Scorecard(s)
Software Assurance Community of Practice (SWA COP)
Joint Federated Assurance Center (JFAC for Hw & SW)

Ongoing R&D and Study Efforts in microelectronics (ASICS/FPGA) mfg and security (AT&L, DARPA, NSF, OSTP)

9
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SCRM Standardization and Levels of Assurance
will enable Acquirers to better communicate
requirements to Systems Integrators &
Suppliers, so that the “supply chain” can
demonstrate good/best practices and enable better

overall risk measurement and management.

COTS
products

Higher COST can buy Risk Reduction

Slippery Slope / Lower Cost usually means Higher RISK o
Unmeasurable Reqts R k
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Criticality Analysis
Methodology

Inputs: Identify and Group
CDD Mission Threads by

Concept of Operations
Concept of Employment
Software development processes
Sources and performance

experience of key data
handling components
System architecture down to
component level
Vulnerabilities
Verification plans
WBS
Etc.

Leverage existing
mission assurance
analysis, including

flight & safety critical

Priority

l

|dentify Critical Functions
Assign Criticality Levels

l

Map Threads and Functions to
Subsystems and Components

l

|dentify Critical
Suppliers

Global
2 Forum

Criticality

Analysis

Criticality Levels

Level I: Total Mission Failure
Level II: Significant/Unacceptable
Degradation
Level Ill: Partial/Acceptable Degradation

Level IV: Negligible

Outputs:
e Table of Level | & Il Critical
Functions and Components
 TAC Requests for Information
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Risk
Assessment

Initial Risk
Consequence of Losing POSture

Mission Capability

Input Analysis Results:

Criticality Analysis Results

Logic-Bearing

vision | S| Componans | IR | ol Very High
(HW, SW, Firmware) S
Mission 1 CF1 Processor X | Redundancy High
CF2 SW Module Y | Performance Moderate Consequence
Mission 2 CF3 SW Algorithm A | Accuracy
CF4  FPGA123 | Performance Low
Very Low

Vulnerability Assessment Results —

Critical
Components Identified Exploit-

System
Impact Exposure

Likelihood

(HW, SW, Vulnerabilities ability

Firmware) (o UL L1V LR
Vulnerability 1 Low Low
Ll Vulnerability 4 Medium I Low Likelihood of Losing
Vulnerability 1 High High Mission Capab|||ty
Vulnerability 2 Low Low
S BeEn? Vulnerability 3 Medium ! Medium N Certainty (VH
Vulnerability 6 High Low SET CEREmE () RlSk M |t|gat|0n
SW Algorithm A None Very Low I Very Low Highly Likely (H) D . .
Vulnerability .~ Low High — ) eclisions
HHE e Vulnerability 23 Low ' High Likely (M)
Low Likelihood (L) '
Threat Analysis Results Not Likely (VL) Consequence
Critical
Supplier Components TAC Findings
(HW, SW, Firmware)
Supplierl  Processor X Potential Foreign Influence
FPGA 123 Potential Foreign Influence

Supplier2  SW Algorithm A Cleared Personnel

SW Module Y Cleared Personnel | o

Likelihood

Risk Mitigation and

Countermeasure Options
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SCRM Stakeholders

US has vital interest in the global supply chain.

Other Users

N

PROCESS

N

DHS & 1A

é/ N

PROCESS

Commercial
Industry

<

SCRM “commercially
acceptable global
standard(s)”
must be derived from
Commercial Industry
Best Practices.

SCRM Standardization Requires Public-Private Collaborative Effort
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SCRM has a Landscape of activities
US has vital interest in the global supply chain.

Other Users _@_ =
.COM ~
.COM

CNCI-SCRM
WG2 (now w/ CNSS)

SCRM believes
~ ANSI/CS1 “commercially acceptable
SCRM AdHoc global standard(s)”’
must be derived from
Commercial Industry Best
Practices.

Public-Private
SSCA

PROCESS PROCESS PROCESS
N\
A A A
W Commercial

St
DoD DHS & IA Industry

N

COTS

SCRM Standardization Requires Public-Private Collaborative Effort
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Counterfelit
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Software (SwWA)
Assurance

$
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Merremmct
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SCRM Standardization Requires Public-Private Collaborative Effort
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Counterfeits = Counterfeits
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Known
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Activities
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Why is it so difficult?

ICT Supply Chain assurance, (risk | Systems N

management, security, trust, ‘ ¢ Englneermg
trustworthiness) intersects with many |
disciplines

By definition, solution must be
Interdisciplinary

To make it a success multiple experts
from disciplines need to work together
who

Have not had an opportunity to work
together

Have difference professional backgrounds

Use different lexicons
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Numerous Standards Exist, But It is Critical
to Understand How Each Contributes To CS & SCRM

*|SO/IEC/IEEE 15288 (Systems)
*ISO/IEC/IEEE 12207 (Software)
*ISO/IEC15026 (Systems Assurance)
*|EEE 1062 (Software Acquisition)

*ISO/IEC 27005 (Risk - : :
Management: Information Capability Maturity Model Integration
(CMMI)

Security)
*ISO/IEC 16085

(Risk Management: Life Cycle B Systems
Processes ) _ Engineering
*|SO/IEC 31000 (Risk
Management: Principles and
Guidelines)
ICT Supply
Chain
Assurance

Supply Chain
&
Logistics

*ISO/IEC 28000 (Supply
Chain Resiliency)

[Hlustrative

*ISO/IEC 27036 (Information
Security for Supplier
Relationships)
*|SO/IEC 27000 Family
(Information Security
Management Systems)
«Common Criteria

*OSAMM
*BSIMM
*Microsoft Secure Development
Lifecycle
*|SO/IEC 27034 (Guidelines for
Application Security)
*ISO/IEC TR 24772
(Programming Language
Vulnerabilities)
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ICT SCRM builds on other (CS) disciplines to be effective

ICT SCRM and other Context-Specific Requirements
= |SO/IEC 27036 Part 4 — Outsourcing;
Part 5 — Cloud; Part 6 — potentially Trusted Technology Framework

Tools an
Techniqu

= Common Criteria
= OMG KDM

BPMN, RIF, XMI,

Processes an

RDE ICT SCRM General Requirements Practices
= OWASP Top 10 = |SO/IEC 27036 Part 1 — Overview; Part 2: Requirements; = |SO/IEC 15026 —
Part 3 - ICT SCRM Software Assurance

= SANS TOP 25
= Secure Content
Automation
Protocol (SCAP)
= Secure Coding
Checklists
= Encryption

= NIST IR 7622
= Trusted Technology Framework

A

Essential Security and Foundational Practices

= |SO/IEC 27034 —
Application Security
= Security
Engineering and
Design techniques
= NASPO and other
Anti -Counterfeiting

= Software Asset = Management Systems: 1SO 9001 - » Risk Management: ISO _
Tagging Quality, 1SO 27001 — Information 31000 - overall, ISO/IEC techniques
= Trusted Platform Security, 1SO 20000 — IT Service 27005 - security, and " Microsoft Secure
Module (TPM) Management, 1SO 28000 — Supply ISO/IEC 16085 - systems Development
oo Chain Resiliency = Industry Best Practices: Lifecycle (SDL)
= Security Controls: ISO/IEC 27002, CMMI, Assurance Process = SAFECode
NIST 800-53 Reference Model, Resiliency = OWASP
= Lifecycle Processes: ISO/IEEE 15288 Management Model = BSIMM
- Systems, ISO/IEEE 12207 - Software (RMM), COBIT, ITIL, RERERRREES

PMBOK, OMG
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