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What Are We Trying To Protect? 

 The valuable properties of anything is considered an asset 

 Data – CIA, privacy, accountability 

 Time – Launch delay, processing delay, etc. 

Money – can’t make sales, can’t process transactions 

 Reputation and Brand – loss of trust 

 Legal – compliance, contractual regulation 

Government -Military, Intel; Mission Critical Systems 
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Data is the New Currency! 
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CyberSecurity Challenges 
• More & More Connectivity 

– More users are connecting, not less! 

– Think mobile, web, internet, intranet, even Classified Systems 

 

• Increasing System Complexity 
– Applications are getting bigger and more distributed faster than ever! 

– More technologies, languages, interfaces! 

 

• Risk of External Vendors / 3rd Party Software 
– Systems are constantly evolving and changing on the fly! 

– More frameworks, plugins, open source software, API’s 

 

• Too Much Reliance on Compliance & Standards 
– Cybersecurity regulations, rules, audits, etc. are increasing 

 

• Lack of Experience & Knowledge 
– Training is required for ALL Job roles 
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Government Sponsored Malware?! 
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 Hackers are constantly researching for new 
vulnerabilities and attack vectors 

 Attackers have copious time & patience 

 We must be proactive – build security in 

 We must think like an attacker 

 We must be as knowledgeable 
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Thank You! 
 

Watch SecureNinjaTV on 
www.youtube.com/Secureninja 

http://www.youtube.com/Secureninja
http://www.youtube.com/Secureninja

