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• A 0-Day is a previously 
unknown bug 

• Particularly challenging 
because they are a big 
unknown 

• They get a lot of 
attention 

• They are like needles 
in a haystack 

Zero Days Are Very Interesting 



• Hospital central 
monitoring system with 
1683 known 
vulnerabilities 
 

• 378 of the vulnerabilities 
are in one (Java) runtime 
environment, meaning 
just updating the version 
will fix 378 
vulnerabilities. 
 

• This system is widely 
used throughout 
hospitals…including 
government hospitals 
 

Unknown Vulnerabilities Are Bad… Known 
Vulnerabilities Are A HUGE Problem 



• SCADA system with over 
20,000 licenses worldwide 

• Customer reference list on 
website (including 
government customers) 

• 702 exact match 
vulnerabilities in 10 
components. 

• 374 vulnerabilities in 1 java 
runtime 

• Over 150 NIST CVSS critical 
in one component 

 

Let’s look at an industrial control system 



Serious Nature of Specific Vulnerabilities 

• Over 150 
vulnerabilities in Java 
scored CRITICAL 
 

• Critical commonly 
means remotely 
executable with no 
authentication 
 

• This means that there 
are potentially at least 
150 fairly trivial ways 
to exploit the system 



Unique Vulnerabilities Graph Over Time 

• Huge increase in 
number of 
vulnerabilities 
entering NIST CVE 
database in the 
last 3 years 
 

• Massive spike 
since 2013 for 
common 
software 
components 
(such as Java, 
OpenSSL) 

Version Releases 

Vulnerabilities in 
package combination of 
increase in discovered 

vulnerabilities and 
addition of new 

features 
 

Over 1000% increase in 
CVEs between 2012 

release and 2014 
release  
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GRAPH OF VULNERABILITIES IN HOSPITAL MONITORING SYSTEM OVER TIME    

Newest component on software 
was compiled in Nov 2012. This indicates 

That it was released with at least 509 
unique CVEs affecting 24 components 

around end of 2012 or early 2013. 

As of 2015-02-15 total of 1094 unique CVEs  
Affected this software via now 30 vulnerable  

components. That is about 0.8 new CVEs / day . 

Oldest compiled component 
on the software image was from 
Dec 2001 
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Why not? 



• We already do this:  The data indicates that if this is already 
being done no action is being taken to resolve the issue.  More 
likely it is not being done…or being done quite poorly, and 
leaving us all at risk. 

• Sharing a Bill of Materials means giving up proprietary 
information: FDA already requires an ingredient list.  Coca Cola 
can supply an ingredient list without sharing trade secrets. 

• I cannot control my supply chain: You already do in selection of 
products based on feature requirements. 

• This requires too much work: Tools are completely automated 
and easy to use. 

 

Opposition Arguments 

Ultimately the software industry can expempt 
themselves from liabilities due to ANY software 

failures because the law lets them do so.  Software is 
the only industry that can get away with this! 



• We don’t want to 
know about it. 
 

• We don’t want to 
tell anyone about 
it. 
 

• We don’t want to 
fix it. 
 

• …but we still want 
you to buy it. 

What They Are Really Saying 

I don’t think that is reasonable ! 



We Are The Software Company. 
Trust Us…Or Else! 

• CSO of a large software 
company recently posted a blog 
admonishing organizations that 
analyze their code…or hire 
others to do so. 

 

• This did not bode well with the 
security world. 

 

• Fortunately, the company took 
down the blog post and stated 
that the sentiments expressed 
in the blog did not represent 
the organization’s sentiment.  



• Cottage Health System gets 
breached forced to pay class 
action settlement of $4.125 
million ($81 per record) 

• Insurer files suit in court for 
a Declaratory Judgment 
against Columbia for 
Cottage’s “Failure to Follow 
Minimum Required 
Practices.” 

The Insurance Industry Pushes Back 



• Check for security patches and apply 
within 30 days 

• Replace factory default settings 

• Re-assess risk yearly and apply changes 

• Require 3rd parties to protect 
information with safeguards at least as 
good as your own 

• PERFORM DUE DILLIGENCE ON 3RD 
PARTIES TO ENSURE THAT THEIR 
SAFEGUARDS ARE AS GOOD AS YOUR 
OWN 

• AUDIT 3RD PARTIES TO ENSURE THEY 
CONTINUOSLY SATISFY YOUR 
STANDARDS FOR SAFEGUARDING 
SENSITIVE INFORMATION 

 

 

Some Minimum Required Practices In Detail 



Building A Cybersecurity Certification Lab 

• Aligned with 
international 
standards 
(62443) 

• Creating 
program due to 
demand 

• Creating 
program due to 
need 

• Active lobbying 
to promote 
message 



Thank You! 

Mike Ahmadi 


