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What Are We Trying To Protect? 

 The valuable properties of anything is considered an asset 

 Data – CIA, privacy, accountability 

 Time – Launch delay, processing delay, etc. 

Money – can’t make sales, can’t process transactions 

 Reputation and Brand – loss of trust 

 Legal – compliance, contractual regulation 

Government -Military, Intel; Mission Critical Systems 
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The “Human” Weakness 
 

Humans are consistently the weakest link for security issues 

in any organization 

 

 

 

The “Enterprise” Weakness 
 

Organizations cannot rapidly improve their security posture 

as fast as technology changes. 
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• Connectivity & Internet of Things 

• More users are connecting, not less! 
• Think mobile, web, internet, intranet, even Classified 

 
• Increasing Complexity 

• Systems are getting bigger & distributed faster than ever! 
• More technologies, software components, interfaces! 

 
• Extensibility / 3rd Party / Partners 

• Systems are constantly evolving and changing on the fly! 
• More frameworks, plugins, open source software, API’s 

 
• Compliance, Regulations, & Standards 

• Security regulations, rules, audits, etc. are confusing 

CyberSecurity Challenges 
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The (In)Security Problem - Verizon Report 2013 

 18 Organizations, 27 countries, 621 Breaches, 47K Incidents 

 78% of intrusions took little or no specialist skills 

 75% of attacks were opportunistic, companies weren’t targeted 

 62% of breach detection takes months or years 

 70% of breaches discovered by 3rd party 

 Top motivations for security breach - Financial and Espionage 
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The (In)Security Problem - Verizon Report 2013 
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Case Study 
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The (In)Security Problem - SONY HACK 
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The (In)Security Problem - SONY HACK 

http://www.youtube.com/watch?v=_SDCV00ErEs#t=37 
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Architecture Diagram - 1st Draft 
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Architecture Diagram - 2nd Draft 
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Architecture Diagram - 3rd Draft 
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Architecture Diagram - Final Draft 



SecureNinja 

 

The CyberSecurity Experts 

SecureNinjaTV 

SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts SecureNinja 
 

The CyberSecurity Experts 



SecureNinja 

 

The CyberSecurity Experts 

Check us out at 
 
 SecureNinja.com 
 

Watch SecureNinjaTV on 
www.youtube.com/Secureninja 

http://www.youtube.com/Secureninja
http://www.youtube.com/Secureninja


SecureNinja 

 

The CyberSecurity Experts 

30 


