h

“A\Global
Forum

Shaping the future 2014

ntents to others without express

of its col

ent of the grant of a patent, utility model or design.

Cybersecurity Panel

nd utilization of this document as well as the communication

2
3
[}
]
=
=]
==
3 3
=4
B a
T E
=
§: eneva
s<
3 4
25
Fa
55 17 November 2014
o
£ T
;“5
]
5 E
28
e8
20
28
oC
=2
<o
|8
Q=
8z
QO
n <
28
© =
w'§
o
Qo
82
0 £
20
<3
35
&5
©5

@ AIRBUS

DEFENCE & SPACE




xpress authorization is

nts to others without e

of its conte

ent of the grant of a patent, utility model or design.

nd utilization of this document as well as the communication

served. The reproduction, distribution ar
eserved in the ev

— All rights re:
prohibited. Offenders will be held liable for the payment of damages. All rights re

ind Space

© 2014 Airbus Defence ai

British Governement statistics

source: https://www.gov.uk/government/news/cost-of-business-cyber-security-breaches-almost-double

“Business Innovation & Skills” Department has published 2014’s figures 29 April 2014.

31 [}K of large organisations had a security breach
0 (down from 86%* a year ago)

1 ﬁ Is the median number of breaches suffered by
a large organisation in the last year (down from
21* a year ago)

£600k - is the average cost to a large organisation

of its worst security breach of the year (up
£1.15M from £450 - £850k a year ago)
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Seven steps to cyber espionage — The same old scheme

Privilege
Reconnaisance Delivery escalation Exfiltration
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Target Corp.: From data breach to CEO dismissal

uthorization is

TARGET.

Target Corp. is the 2"d |largest retailing company in the US

ication of its contents to others without express a

event of the grant of a patent, utility model or design.
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Target publicly * Unplanned . « CIO resigns » CEO is dismissed by

w reports the discounts of 10% * Drop in Sales & shop the Board
E theft of 40 traffic after the breach
: million credit e US$61million in is disclosed

card numbers technical assistance

* +US$44m from
insurance
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How can we change this paradigm?

.+ Develop a secure ecosystem

* Be proactive and integrate new technologies’
+  security challenge
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