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Effective identity management is becoming a critical issue with 
governments worldwide as more and more people travel and seek access 
to services on a daily basis. Questions surrounding the integrity of identity 
documentation, as well as the lack of consistent and effective means 
for nations to exchange identity information, often leave gaps that can 
be exploited by criminals, organized crime syndicates and terrorists. 
Governments should move immediately to develop and implement 
improved identity management solutions that enable quick and accurate 
identity information exchange, while protecting individual privacy rights 
and civil liberties.

Identity management in the 21st century
Balancing safety, security and liberty in a global environment
By Bryan Barton, Dennis Carlton and Dr. Oliver Ziehm

Identity management in the 21st century

have invested in “smarter” drivers’ licenses, 
passports, automated border control systems 
and visas, resulting in more secure forms of 
identification, but have often done so without 
much consideration for their impact on a 
nation’s overall identity strategy. 

Additionally, identity management programs 
ideally include safeguards for public health 
and safety – as well as creating mechanisms 
for enhanced government services and the 

Balancing the growth in global travel against 
the escalating threat of identity fraud, illegal 
immigration, international crime and global 
terrorism has driven many nations to invest in 
measures to improve identity management. 
The increasing demands of globalization – in 
which products and services, and the people 
who provide them, must move expeditiously 
across international borders – have prompted 
a closer examination of the effectiveness of 
some of these programs. Many governments 
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preservation of individual liberties, such as 
privacy and individual data security. But in 
reality, many governments are finding their 
programs ill-equipped to provide the various 
protections and services for which they were 
supposedly designed.

Despite significant strides in improving and 
standardizing identification documentation, 
governments today still have difficulty ascer-
taining the true identities and legitimacy of 
those who hold these documents. Political 
concerns, organizational inefficiency, privacy 
and legal issues, and legacy technology 
systems all impede the effectiveness and effi-
ciency of identity management programs. As 
well, many of these programs lack a cohesive 
structure and face challenges in collaboration 
and communications – both internally and 
internationally. 

In the absence of a comprehensive national 
strategy, governments also cannot be certain 
the identity data entrusted to their care is 
either secure or private. Based on recent 
research conducted by IBM, we believe it is 
time for both governments and the private 
sector throughout the world to take a new look 
at identity management and explore ways to 
facilitate communication and collaboration 
among government, industry and society. 
Our findings tell us that maintenance of the 
status quo – taking no action to address the 

shortcomings and gaps in various disharmo-
nized national identity management programs 
– creates increased risk and exposure to 
international crime, identity fraud and illegal 
immigration.

As part of our research to identify the chal-
lenges and opportunities in creating more 
comprehensive national identity management 
programs, the IBM Institute for Business Value 
conducted a study of identity management 
policies of various governments around the 
world. Employing a carefully structured survey 
document, IBM executives interviewed a wide 
range of government thought leaders in the 
Americas, Europe and Asia to ascertain their 
views on identity management leading prac-
tices. In addition, IBM subject matter experts 
augmented the primary research by consulting 
scholarly papers on identity management 
topics published by government, academic 
and industry experts. 

The establishment of a cohesive national iden-
tity strategy requires clearly delineated goals 
and expectations supported by the right mix 
of people, processes and technology, both 
in the public and private sectors. Whether or 
not such a strategy currently exists – or is in 
the process of being formulated – we believe 
governments should take immediate action 
to improve data integrity, system security and 
constituent privacy. 
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Impediments to progress 
Piecemeal pervades
A cohesive national identity management 
strategy is not common among the large, 
market-driven democracies that represent the 
bulk of the countries that participated in our 
survey. Not surprisingly, many of those coun-
tries that feel the greatest sense of urgency 
to strengthen national identity management 
programs are those that have suffered recent 
acts of terrorism. 

With only a few exceptions, most leaders in 
our survey countries have seen their identity 
management strategies evolve out of a variety 
of legislative initiatives and regulatory deci-
sions implemented by multiple and disparate 
government agencies. Working without an 
overall plan, these nations have devised 
piecemeal, often narrowly focused identity 
management approaches in response to 
specific national security, immigration control, 
privacy protection and other societal concerns. 
Among the countries we researched, we found 
that current approaches to identity manage-
ment span the spectrum from no national 
plan in place to those that are holistic but only 
partially implemented.

Many nations, in fact, are now in the process 
of implementing various initiatives, but have 
realized little harmonization. A number of 
issues combine to delay identity management 
improvement. The political model in place in 
the individual country, as well as its various 
international and multinational agreements, 
often slows progress. For example, in some 
instances sovereignty over identity-related 

data is vested in individual states within a 
country, thereby complicating or preventing 
national-level identity management collabora-
tion. As well, accountability becomes an issue 
– as task responsibilities related to identity 
management are often split among various 
governmental departments, making it difficult 
to identify the accountable entity with overview 
responsibilities.

Of the many nations we surveyed, two coun-
tries, the United Kingdom and the United 
States, illustrate the range of approaches 
toward identity management policy. For 
several years, the United Kingdom has been 
in the process of developing and refining 
a top-down national identity management 
strategy and has created a National Identity 
and Passport Service that serves as the sole 
entity responsible for identity management 
strategy, policy and core areas for delivery.1 
The United Kingdom is moving toward estab-
lishing a national identity card, which will 
serve as the foundation for all identity policies 
within the country. To offset the considerable 
expense generated by a cohesive national 
identity management program, U.K. leaders 
are considering collecting fees from the 
private sector when it uses the card for iden-
tity confirmation. 

By contrast, the United States has adopted 
national-level legislation that mandates 
improved identity management policies and 
procedures, but leaves many implementa-
tion decisions to the various federal agencies 
(for example, Homeland Security Presidential 
Directive 12) and state governments (e.g., 

While many nations are 
working to establish 

identity management 
programs, issues with 

collaboration and 
accountability often 

slow progress.
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the Real ID Act). The hub of this strategy is 
information sharing – making sure informa-
tion about known threats is shared as early 
as possible within the U.S. Department of 
Homeland Security (DHS) and with agencies 
of other governments. Most of the cost of the 
American program will be borne by the indi-
viduals who obtain the identity documents.2 

Whether centrally managed or widely distrib-
uted, identity schemes frequently generate 
political and public controversy. But citizens 
still expect their governments to protect them 
from crime, terrorism and identity theft.

Austria’s central register provides wide 
view of relevant data3

Austria has created a central register of residents 
to assist in its identity management endeavors. 
The Zentrales Melderegister (ZMR) is a central 
database with a wide view of relevant resident 
data. Its goal is to simplify identity administration 
and enable a one-stop government. This database 
is the basis for voter registration, population 
census, citizen card, financial equalization, infra-
structure planning (streets, schools) and more.

Every Austrian has the obligation to register with 
the local authorities within three days of moving 
to a new address and to cancel the old address 
record. Austria’s 2,357 cities and communities 
update the information in this register online in 
realtime. Every Austrian public authority has 24-
hour online access to the following data: name, 
gender, birth date and place, registry number and 
nationality.

Generally, every person with justifiable reason 
has the right to receive public information about 
registered citizens, but has to pay a certain fee. 

Additionally, certain certified business partners 
(banks, insurance companies, lawyers, debt 
collection agencies) have the opportunity to make 
automated online requests for information.

Barriers – Political, privacy and budgetary 
issues slow progress
Despite the widely recognized need for 
improved national identification solutions, 
several key barriers continue to prevent them 
from being fully realized. Our survey identified 
some common concerns among government 
identity management thought leaders (see 
Figure 1). Chief among these is the potential 
political fallout associated with addressing 
such a controversial issue. Identity manage-
ment and its resulting impact on personal 
liberty and privacy is an extremely sensitive 
subject, particularly in the world’s developed 
democracies. Officials concerned about 
reelection often avoid identity management 
issues altogether, as they often lend them-
selves to potential negative media coverage 
and public attention.

Survey respondents also cited the privacy 
policies and regulations of individual govern-
ments as a significant barrier to information 
exchange and identity management, espe-
cially when countries must share a traveler’s 
personal data as part of an international 
border management transaction. While some 
decry identity management programs as 
examples of a decline in a government’s 
respect for individual privacy, we believe it is 
the lack of consistent policies and methods of 
information exchange that encourages iden-
tity theft, which is among the most significant 
threats to personal privacy. 

Another barrier noted by respondents is the 
limits inherent in legacy IT systems that lack 
the ability to effectively administer complex 
and coordinated national programs. This 
problem is magnified by the fact that overall 
budgetary and procurement constraints also 
contribute significantly to the piecemeal 
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FIGURE 1.
Roadblocks to identity management programs – Respondents rate the severity of various barriers to 
improved identity management strategy.

systems currently in place in most countries. 
Additional obstacles include the varying stan-
dards from program to program and nation to 
nation, lack of consistent, measurable perfor-
mance metrics, lack of access to necessary 
data and a lack of skilled people to design/
implement such a system.

Collaboration – or the lack thereof
In many countries, legal, regulatory and 
cultural barriers significantly limit or preclude 
government and the private sector from 
collaborating to achieve more comprehensive 
identity management strategies. Because of 
information and security issues, it’s difficult or 
illegal in many countries for governments to 
contract administration of identity management 
programs to commercial entities. One survey 
respondent said his country actually consid-
ered the lack of a cohesive national identity 
policy, along with the persistence of identity 

silos, as enhancing the protection of citizens’ 
sensitive identity data. For the most part, 
collaboration on identity management issues 
is limited to technical research, expert groups 
and standards definition efforts. 

Information (in)security
No matter how sophisticated the technology, 
most countries have concluded that IT alone 
cannot provide sufficient privacy-protective solu-
tions to satisfy the expectations of governments 
and societies. Despite the advent of readily 
available security solutions such as smart card-
based strong authentication, employee-facing 
biometrics and rule/role-based data security, 
the leaders we interviewed in various coun-
tries felt these measures were not sufficient to 
provide high-integrity identity data manage-
ment. Regardless of the level of sophistication 
of the IT infrastructure, most countries prefer to 
apply extensive employee training combined 

Political/legal

Privacy concerns

Budget/procurement mechanisms

Organizational coordination charters

Technology

Executive sponsor and governance

Standards

Performance metrics

Data availability and accessibility
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0	 20	4 0	 60	 80 	1 00
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Source: IBM Institute for Business Value Identity Management Survey.

Legal, regulatory 
and cultural barriers 

often preclude the 
collaboration necessary 
between the public and 

private sectors to create 
comprehensive identity 

management strategies.
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with layered security processes as their 
primary means for protecting the integrity of 
identity management. The challenge ahead for 
governments will be to make effective use of 
today’s security technology when integrating 
legacy applications to create an open, flexible 
architecture that helps maintain data security 
and increases interoperability. 

Steps toward improved identity 
management
Because the threats from international crime, 
illegal immigration, terrorism and identity theft 
are not expected to diminish over time, govern-
ments must take steps to create or evolve an 
identity management process – even if there 
is no “stated” national strategy. Maintaining the 
status quo is not an option. 

Many identity management schemes are 
initially justified for their perceived ability to 
reduce crime and prevent terrorism. However, 
the experience of governments has shown that 
such mandates are a relatively weak justifica-
tion in their own right for making a long-term 
investment in identity management solutions. 

Political leaders can overcome or mitigate the 
fallout from implementing these programs by 
demonstrating the numerous ancillary bene-
fits provided to the domestic populace – such 
as those gains realized by Danish citizens 
in their country’s e-government facilitation 
model (see sidebar, Radically different objec-
tives drive identity management programs). 
Enhanced benefits from a cohesive national 
program could include more timely delivery of 
government benefits, elimination of redundant 
identity information and increased benefits 
resulting from the prevention of fraudulent 
claims. Investments in identity management 
solutions are much easier to defend when 
the media and public grasp their beneficial 
nature. Strong leadership with a long-term 
focus is needed to push both domestic 
and international collaboration and create a 
perception of balance and fairness.

Based on the current state of identity manage-
ment programs throughout the world and the 
perceived need for more aggressive action 
by leaders in many nations, we have devel-
oped the following specific recommendations 

Radically different objectives drive identity management programs 
Most identity management systems in place today lack a comprehensive focus and are designed to achieve a 
narrowly defined set of objectives. Two prevailing models are in place today. 

The model used in the United States is based on security enhancement and focuses on reinforcing immigration 
control and increasing national security. DHS was created for this purpose and has as a primary objective the 
elimination of terrorism. DHS serves as a focal point through which information is gathered and distributed. 

Other nations, however, use identity management programs to facilitate e-government. Denmark, for example, 
uses this model to enable ease of access and help deliver social services to its population.4 The Danish Civil 
Registration System (CRS), which provides Danes with a personal identification number that can be used when 
interacting with the government, is an example of how a consolidated IT infrastructure can manage public 
information. The entire Danish public sector uses the identification numbers provided by CRS for administrative 
purposes. In addition, CRS data can also be used by the private sector for a variety of purposes under arrange-
ments tightly regulated by the Danish government.
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to help facilitate the establishment of cohe-
sive and collaborative identity management 
programs:

1.	Government agencies and organizations 
should work in parallel to adapt and/or 
update legislation and regulations and work 
to establish cohesive identity management 
processes. Regardless of whether a govern-
ment has implemented a comprehensive 
identity management strategy, we believe all 
governments should adopt immediate legis-
lative and regulatory measures to enhance 
the integrity, security and privacy of their 
identity management schemes. Measures 
that have been implemented successfully 
by some countries include the creation of 
technical working groups to explore avenues 
for more secure, privacy-protective data 
exchange combined with the creation of 
oversight committees to represent/protect 
the interests of government, the private 
sector and society. Synergies can be 
realized by carefully consolidating initiatives 
on various governmental levels via oversight 
task forces comprised of key technical, 
security, privacy and governance stake-
holders. 

2.	Governments should implement flexible 
systems and technology that can tolerate 
uncertainty and provide for future changes 
driven by new technology or interna-
tional agreements. Modern IT solutions 
that embrace compliance with govern-
mental and commercial standards make 
intergovernmental collaboration easier. 
Implementing standards-compliant solutions 
helps make systems more future resistant. 
Service-oriented architecture solutions 

(SOA) allow governments cost-effective 
ways to extend the service life of existing 
applications and databases – while simulta-
neously injecting new functionality, capacity, 
precision, throughput and flexibility. Powerful 
new text searching tools can help resolve 
identity issues by recognizing alternative 
spellings of names, as well as uncovering 
non-obvious relationships among people 
who appear otherwise unconnected. These 
new techniques and tools allow govern-
ments to better leverage legacy solutions, 
while establishing a foundation for privacy-
sensitive identity management that is more 
accurate and more secure.

3.	Governments should also realize – and 
communicate to their respective constitu-
ents – that improved security and enhanced 
privacy are not mutually exclusive goals. 
Privacy expectations differ from culture to 
culture – as do expected government roles 
in protecting individual privacy. Systems 
must be designed to accommodate these 
differences. All changes in identity manage-
ment policies should include a sustained 
commitment to leading governmental and 
commercial technology, privacy and security 
practices. Privacy protections should be 
embedded within the core architecture of an 
identity management system, not appended 
as an afterthought. In a market-driven 
democracy, citizens expect government 
to sustain the integrity and privacy of the 
identity data in all domestic and interna-
tional transactions. Any significant breach 
of trust is likely to have consequences for a 
freely elected government. However, govern-
ments must realize any system, no matter 
how comprehensive and well-designed, will 

Improved security and 
enhanced privacy are not 

mutually exclusive – a 
fact governments should 

communicate to their 
respective populations.
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FIGURE 2.
The layered effects of identity systems.

Source: IBM Institute for Business Value.

occasionally generate errors. Citizens whose 
identity data is misused – for example, being 
mistakenly denied access to commercial 
aircraft – will find it difficult to restore their 
reputations without government intervention. 
Therefore, identity management systems 
should include simple and fast remedial 
mechanisms and measures to correct errors 
and maintain public confidence.

4.	As with any endeavor of this magnitude, 
governments should have a clear definition 
for the goals of all identity management 
measures undertaken. The design of a 
comprehensive identity management 
program must be in line with its results. We 
believe governments should resist the type 
of “mission creep” that results from solutions 
or methodologies that first attempt to identify 
everyone within its borders and then try to 
find ways to make use of that data. Such an 
approach often undermines public support 
for identity management programs and 
instills a sense of unease and uncertainty in 
the populace. As a result, we believe a trans-
parent communications program is essential 
to create and maintain a high level of trust 
among constituents. The benefits of effective 

identity management – improved service 
delivery, simplified identity authentication, 
reduced identity theft – should be clearly 
articulated to a government’s constituents. 

The positive benefits of identity 
management extend well beyond basic 
border management
Identity management solutions generate positive 
ripple effects for service delivery throughout 
many levels of the government and the private 
sector. As shown in Figure 2, there are several 
“identity-dependent” initiatives, such as trans-
portation safety, immigration control and 
regulatory compliance, that form the basic 
foundation of identity management services 
most governments provide their constituents. 
Often not as well understood are the many other 
public and private services these foundational 
identity services support. Immediately outside 
these identity-dependent functions is a range of 
“identity-enhanced” initiatives that benefit from 
investment in improvements in core identity 
systems and methods. Beyond these functions are 
many “identity-supported” initiatives, primarily in 
the private sector, such as financial transactions, 
e-commerce, digital signatures and watermarks, 
that benefit when a government improves core 
identity management functions.

Identity-dependent initiatives
•	 Transportation safety
•	 Border crossing, immigration control
•	 Regulatory compliance

Identity-enhanced initiatives
• Facilities and data access
• Transaction auditing and monitoring
• Identity theft and fraud prevention

Identity-supported initiatives
• Financial transactions, eCommerce
• Digital signatures, watermarks
• System security and privacy
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Australia addresses identity management 
shortcomings 
In 2005 Australia was rocked by two high-visibility 
cases that underscored how previous processes 
and systems were unprepared to resolve difficult 
identification challenges. One was the case of 
a naturalized Australian citizen who was unable 
to communicate her identity or status to law 
enforcement and immigration officials and ended 
up being deported to her native Philippines.5 The 
other case involved a naturalized Australian who 
was an undiagnosed schizophrenic that authorities 
held in custody for ten months as they struggled 
to identify her and understand her mental state.6 
Independent commissions formed to investigate 
these cases found flawed processes, ill-trained 
staff and “siloed” identification systems unable to 
communicate with one another. 

The Australian government took swift, decisive 
action to respond to the recommendations of 
these commissions. Recognizing the importance 
of implementing a “holistic corporate case 
management system,” the Australian Department 
of Immigration and Multicultural Affairs, now 
known as the Department of Immigration and 
Citizenship (DIaC) launched its “Systems for 
People” program to transform the way the 
department does business.7 The Systems for 
People program provides a set of easy-to-use 
portals to improve access to services and allows 
DIaC staff a more complete view of a client’s case 
by tapping into many identity-related applica-
tions and databases from a single screen. In 
combination with improved administrative and 
detention policies and better-trained staff, the 
Systems for People program helps DIaC deliver on 
its mission to “enrich Australia through the well-
managed entry and settlement of people.”

Questions to ponder
Governments that fail to consider more 
collaborative approaches toward identity 
management issues are likely to remain 
vulnerable to security and privacy breaches 
from innumerable angles of attack. All levels 
of government must work in unison to inform 
the populace about the risks of leaving identity 
management as an ad hoc, unplanned occur-
rence. As a starting point, research suggests 
government agencies might consider the 
following questions:

Improved governance – What measures can 
we take to make enhancing identity manage-
ment across all levels of government a higher 
priority? What is our cross-government iden-
tity management strategy? What laws or 
regulations must be modified to spur greater 
inter- and intra-governmental collaboration?

New standards and technologies – With 
which standards-setting bodies should our 
government engage to help define and 
implement identity management standards 
compatible with our goals and culture? Are 
we exploring new technologies to improve 
search accuracy, data integrity, data security 
and constituent privacy?

Security, privacy and data integrity – What 
steps can we take to better accommodate 
the goals of both security experts and privacy 
advocates? What can we do to help citizens 
and travelers have easy access to multiple 
channels for correcting identity-related errors 
in realtime?

Lack of a collaborative 
approach will likely leave 

governments vulnerable 
to numerous security and 

privacy breaches.
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Clear goals – How can we more actively 
engage society, including the media, in 
the identity management decision-making 
process? What tangible benefits (e.g., 
enhanced and expedited service delivery, 
reduced fraud or revenue generated by 
transactions made more secure by identity 
management) can be linked to investments in 
improved identity management strategies?

The answers to these questions can help 
identify immediate measures that can result 
in improved identity management processes. 
These processes can assist governments 
in their continuing efforts to protect their 
citizens, deliver better service and preserve 
the integrity, security and privacy of sensitive 
identity data.
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