
1

Monday 7th & Tuesday 8th, November  2005
Brussels Belgium

Identity and Data Owners On-line Network

CipherMe technology

Electronic Health Records in the Hands of Patients – Owners

Monday 7th & Tuesday 8th, November  2005
Brussels Belgium

• idDOON : Who we are?

• idDOON : Our offer

• idDOON & Shared Electronic Medical Record

• idDOON added value

• Q & A

Agenda

Monday 7th & Tuesday 8th, November  2005
Brussels Belgium

id DOON : Identity & Data Owners Online Network 
Who we are?

•Founded in 2005, idDOON commercially develop and sell 
the CipherMeCipherMe Technology Toolbox

•An all-in-one technology solution to 
–manage and share personal data 
–in a strong secured environment

•Business solutions :
–Federated Identity
–Access Management

–Digital Rights Management (DRM)
–Mobile Global Access

–Secured direct delivery e-mail
–Identity Protection
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Data Sharing

Back Up on-line

Electronic 
signature

Digital Rights 
Management 

(DRM)
Password 

Management

....Federated 
Identity

Electronic Medical RecordMobile Global
Access

Personal secured data space

Internet-café

Secured E-Mail

id DOON : Our offer Convergence & Interoperability
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id DOON: shared electronic medical records

based on CipherMe technology
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eAdministration, eGovernment
eIdentity, eSecurity, ePrivacy
eBanking
eBusiness, eCommerce
eEducation, eWork

eInclusion, eSociety
{

partnerships and cost sharing

secured electronic personal data in the hands of citizens
unique levels of security and essence of data privacy

conveniently and under control

access to information wherever, whenever necessary

unique flexibility and fine grain scalability with minimum risk

eHealth
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medical records today (paper or electronic)

patient home dentist
hospital A

practice 1

health spa

laboratory I
pra ctice 2

hospital B

medical
centre

laboratory II

health insurer

national
health
service

from Health Level 7 tools adverts
How many hours a week do you burn on HL7?
Is lack of HL7 productivity driving you crazy?
Does HL7 hurt your head?
Eliminate the frustration and expense of 
interface failures and rework

from Health Level 7 tools adverts
How many hours a week do you burn on HL7?
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Does HL7 hurt your head?
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?data exchange 
and compatibility 

are a problem

data data data

data data data

software

health ministry

data data data

data data data

software

hospital

data data data

data data data

software

health centre

data data data

data data data

software

insurer

CipherMe:
reclaim your

own data

e-administrations
are distributed
data duplicated

privacy questionable
Healthcare bodies 
now can see and 
contribute what is 

needed

e-citizens 
e-patients

lower, shared costs, possible self -financing
smooth scaling, by single user, single application

data in hands of patients, full freedom of movement

strong cryptography, multi-dimensional biometrics

data in one place, access by health carers
single, personal data portal, privacy, no DPA

immediate updates of healthcare objects

provide Web- based 
easily updateable 

software tools
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trusted personal data space provider

trusted personal data space provider

data

health ministry hospital

software

health centre

data

data data

insurer

data

data

administration
services

keep your
encrypted

medical data
in a chosen,
trusted place

use cryptographic tokens to access it

licence other tokens to selected items

e-citizens 
e-patients
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secure personal data spacesecure personal data space

staff entitlement

services

insurance agreement

secure personal data spacesecure personal data space

insurance certificate
insurance contribution
cost of medical service

critical medical data

medical note
medical note

prescription
prescription

test result
test result

leave of absence
leave of absence

vaccination
vaccination

address 1  
address 2

0 Rh- Igor Hansen

Igor Hansen
features

birth
certificate

citizenship
certificate

Igor Hansen Igor Hansen

PESEL

secure personal data spacesecure personal data space

professional insurance

critical medical data

medical note

test result

vaccination
vaccination

Address  

0 Rh+professional
entitlement

Marcin Lekarz

Bank

Marcin Lekarz

prices

European Health
Insurance Cert.

prescription

medical note

cost of medical service

allergies
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secure personal data space

insurance certificate

insurance contribution
cost of medical service

critical medical data

medical note
medical note

medical note

prescription
prescription

prescription

test result
test result

leave of absence
leave of absence

vaccination
vaccination

address 1  
address 2

0 Rh- Igor Hansen

Igor Hansen
features

birth
certificate

citizenship

Igor Hansen Igor Hansen

PESEL

secure personal data space

professional insurance

critical medical data

medical note

Address  

professional
entitlement

Bartosz Aptekarz

Bank

Bartosz Aptekarz

Bank

secure personal
data space

sale
contract

sale
contract

prices

materials
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personal EHR are working now!
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Individual entities
store their personal data securely, privately and anonymously,
manage and access their data at any time, from any place in the world.

No one has to store data about third parties.

Encrypted medical data items are held by the patient on a chosen server.
The patient has full security and privacy of his medical records.
He has access to his medical records anytime, anywhere: at home, at any doctor, in any hospital, in 
emergencies.

in medicine

The rightful owner of data licenses individual objects to others
as he wishes or as it is required by law,
with chosen access rights and on chosen conditions. 

The patient licences his data to doctors, hospitals, labs, institutions.
irrevocable read access by authors of digitally signed medical entries,
secure professional archives for doctors, hospitals, institutions,
complete and automatic medical costs refund chain within any ref und structure.
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?questions
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id DOON : with CipherMeCipherMe Technology 
Our added value: On national or regional projects:

•ready-made authentication system for diverse applications 
and access needs across the entire network.

•able to make easy connections with various companies' products.
• this is a real bonus and particularly important when providing 
innovative and   complex solutions to global customers 

•A driver for easy masse deployment for national projects:
•Save resources for change management and trainings process
•Common interface for end users
•A new kind of Federated Identity  with no privacy concerns

•idDOON solutions  are:
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id DOON : with CipherMeCipherMe Technology 
Our added value

•Identity Protection
•privacy and security of medical records

•Embodiment of patient’s rights

•For the Patient

•Security at all levels of healthcare exchanges (End to End) 

•Freedom of movement and possibility to choose provider, insurer
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id DOON : with CipherMeCipherMe Technology 
Our added value

•NIL cost of always up-to-date software, automatic updates, 
no IT knowledge

•Assured authenticity and integrity of notes

•Reduced overheads on storage, security and privacy of patient 
data and legal compliance

•For providers: doctor, hospital, pharmacists…

•Efficient patient insurance verification
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id DOON : with CipherMeCipherMe Technology 
Our added value

•Possibility of immediate introduction, smooth scaling of 
deployment and applications, minimum investment risks,
sharing of costs with other administrations 

• Almost real-time, direct observation of nation’s health, vaccinations, 
epidemiology, statistics

• Instant, low cost deployment of administrative decisions: licensed 
medicines, refund rules, ...

•For insurers, administration:

•Efficient patient insurance verification


