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Attributes of Cloud Computing

NIST definition of Cloud Computing Cloud computing is a model for enabling convenient, on-

demand network access to a shared pool of configurable computing resources (e.g., networks,

servers, storage, applications, and services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction.
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“Security” is important in the cloud

—though no real regulations yet

“Whyisn't your firm interested in pay-per-use hosting of virtual servers Q: Rate the challenges/issues ascribed to the ‘cloud'/on-demand model
(also known as cloud computing)?” (f=not significant, B=very significant]

Security concerns about security/privacy issues S0t
in virtualization or cloud environments Security # T4.6%
ot o —
Performance 63.1%

Availability. | R 6: '

Hard to integrate with inhouse 17 | NN NN 6.
Not enough atilty to customize | 55

We believe our total costs are cheaper

The offering capabilities don't match our needs

Our application vendor or custom apps
aren't compatible or won't support it

Specific compliance requirements that
the service providers can't meet

- Worried on-demand will cost more 50.4%
The performance isn't good enough ]
Bringing back in-house may be difficult 30.0%
Other reason ong / | "
Too difficult to understand Regulatory requirements prohibit cloud 49.2%
Not enough major suppliers yet 443%

Base: 542 North American and European hardware decision-makers
at companies with 500 or more employees I
(multple responses accepted) Gho 0% A% 0% A% S0% 0% 0% 60

% responding 4 or §

Source: Enterprise And SMB Hardware Survey, North America And Europe, Q3 2009 S0 Etre P At 2008 24 I
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T Securit

»  Prevention & protection are pro-active and
the only ones that can stop the “bad guys”

o Strong TRUE Multifactor Authentication

» Data Encryption

protection
prevention

» Rights Management




Challenge: Balancing Security, Convenience & Cost

7 x Security

f y o Implementing the right level of security
according to the anticipated risk level — not
more, not less

»  Convenience

» Preserving the online convenience for end-
users is essential, particularly in cloud
computing

» Cost

o Overall cost, including recurring costs
have to be optimized and fully controlled.
In the cloud scenario, the “pay as you go”
utility model is very critical
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Attributes of strong, usable 2FA authentication

» Non intrusive to allow anywhere access
o “0Ofootprint” or embedded in operating system
» Leverage ldentity federation, allow identity aggregation

» Standard based to ensure vendor neutrality
»  OATH, X509, EMV CAP, SAML 2

»  Portable so that user will always have their credentials
* Inthe wallet, on your phone, becomes your flash drive

» Intuitive to use to avoid learning and change fear factor
* 5mn learning curve

»  Adapted to the risk profiles

e To protect identities from phishing to man in the browser and identity sharing

»  Deployment compatible with cloud principles
» Web based & seamless user experience (like Amazon 1 click)
» No pain for the service provider (no device handling, fulfillment & with auto provisioning)
*  “metered” pricing model

»  Available everywhere your customers are
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» Hosted Service (available in the cloud itself keeping with the need)
» Fully managed hosted Authentication Server

o Simple “snap-on” to existing infrastructure

» (Good security story to support moving authentication to the cloud
High availability assurance and Robust SLA

User friendly web portals for Admins and Users alike (credential/token
management)
» Order management
» Web based with incremental user payment
» Fulfillment service for delivery of authentication device direct to end users
x Open Standards
e SAML 2.0

x Regulations and audits to consider
« SAS70
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ldeal end-user interaction

2FA 2FA

credential/token credential/token
ordered by end- made available to
user end-user

User can start using
strong 2FA to
protect their cloud
assets online
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http://www.aws.amazon.com/mfa

