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STATE OF ONLINE PRIVACY

 Today’s regulatory models were designed for
a different era. Data flows much differently
today than it did a decade ago, and it will
flow much differently a decade from now.

e Organizations, both public and private, have
not shown enough accountability to meet
the data-protection challenges of this new
world.

e As a result, today there is still too much
responsibility placed on the consumer.
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Microsoft Privacy Principles for Live
Search and Online Ad Targeting
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Principle 1: User Notice

Principle 2: User Control

Principle 3: Search Data Anonymization

Principle 4: Minimizing Privacy Impact / Protecting Data

Principle 5: Legal Requirements and Industry Best Practices



Privacy principles in practice
User Friendly Privacy Notice

Microsoft Online Privacy Notice Highlights
(last updated January 2006)

2 Scope

This notice provides highlights of the full Microsoft Online Privacy Staternent. This notice and
the full privacy statement apply to those Microsoft websites and services that display or link to
this niotice,

Personal Information Additional Details Your Choices Additional Details
m When you register for certain Microsoft services, we will ask m You can stop the delivery of promotional e-mai from a
you to provide personal information, Micru_suft site or service by foliowing the instructions in the
= The information we collect may be combined with e-mail you receive,
information obtained from other Microsoft services and m To make proactive choices about how we communicate
other companies. with you, follow the instructions listed in the Communication
» We use cookies and other technologies to keep track of Preferances of the full privacy statement,
your interactions with our sites and services to offer a = Towiew and edit your personal information, go to the
personalized experience, access section of the full privacy staternent.

Uses of Information Additional Details Important Information

= ¥We use the information we collect to provide the services n The full Microsoft Orline Privacy Staternent contains links to
you request, Our services may include the display of supplementary information about specific Microsoft sites or
personalized content and advertising, services,

» We uze your information to inform you of other products or m The sign in credentials (e-rmail address and password) used
services offered by Microsoft and its affiliates, and to send to sign in to most Microsoft sites and services are part of
youl relevant survey invitations related to Microsoft services. the Microsoft Passport Metwiork,

= e donot sell, rent, or lease our customer lists to third = For more information on how to help protect your personal
parties. In order to help provide our services, we computer, your personal information and your family online,
occasionally provide information to other companies that wisit our onling safety resources,

work on o behalf.

How to Contact Us

For more inforrnation about our privacy practices, go to the full
Microsoft Online Privacy Statement. Or write us using our Web
formn.

Microsoft is a TRUSTe licetnsee and you may contact TRUSTE if a
privacy guestion is not properly addressed.,

Microsoft Privacy

Microsoft Corparation
One Microsoft Way
Redmond, Wwa 92052

© 2006 Microsoft Corporation. Al rights reserved, Anti-Sparn Policy



Providing a Privacy Experience

ﬁ Internet Explorer Security

Value

@ Help make your web browsing more secure:
Proposition

Set up Phishing Filter

Fhishing Filker will warm you if the website you are visiting might be impersonating
another website, What is phishirg?

g Filter to automatic (recommended) ? Priva Cy Im pa ct

driess will be sent ko Microsoft ko be checked,

EXPliCit ] O set
Choice

Ite: addresses will mot be sent to Microsoft unless wou click the
ing Filter icon,

plorer’s Privacy Stakerment online.

Learn More

© 2008 Microsoft Corporation



Increased User Control in IES
Delete Browsing History

Delete Browsing History ﬁ
Temporary Internet files
Copies of webpages, images, and media that are saved for faster

viewing.

@ More Granular Control & Utility 9] Cookies
) . Files stored on your computer by websites to save preferences
@ (Can Preserve Favorite Data while

such as login information,

. . I'I_'lsl:urv . §
deletlng a” Other data retalned List of websites you have visited.
by t h e b rOWS e r = ;:::‘drfzirlmaﬁon that you have typed into forms.
[] Passwords

Saved passwords that are automatically filed in when you sign in
to @ website you've previously visited.
[ InPrivate Blocking data

Saved data used by InPrivate Blocking to detect where websites
may be automatically sharing details about your visit.

Preserve favorite website data

keep cookies and temparary Internet files that enable your
fawvarite websites to retain preferences and display faster.

About deleting browsing history Delete ] [ Cancel ]




InPrivate

[InPrivate Browsing

e Enables “leave no tracks” locally (cookies, cache & history)
e Value when e.g. shopping for gifts on a shared PC

[InPrivate Blocking

e Helps to put users in control of their info to third-party sites.

e Assess, on an ongoing basis, user exposure to third-party
content.

e Helps to prevent information disclosure by automatically
blocking high-frequency third-party content from sites users
visit.



™ InPrivate - Windows Internet Explorer - [InPrivate]

5‘:3 Favorites

X | @] IEBlog

: & | Internet Explorer Gallery

B e aboutinprivate - £7 Live Search

1 B>
_@IntemetExplorerGallery {?} o « [ @ v Pagew Safety~ Tools~ @v

| € About Southride1-1

When InPrivate is turned on, you will see this indica

@\.J - lﬂzm_ “1 aboutInPrivate |

InPrivate Browsing prevents Internet Explorer from storing data abao
session. This includes cookies, temporary Internet files, history, and

InPrivate Blocking helps prevent the websites you go to from autom)
details about your visit with other websites. To help protect your p
website content might be blocked.

To turn off InPrivate, close this browser window,

@ Learn more about InPrivate | Read the Internet Explorer privagy

tor

’
InPrivate Blocking settings

) Automnatically block

@ Manually block

¢1 InPrivate Blocking

i InPrivate Blocking helps prevent the websites you go to from automatically sharing details
about your visit with other websites. Blocking can be done automatically, or you can
choose which specific websites to block.

Website
a-1-wingtip.com
contosodogistics.com
wwitrk-1.com
northwindt.com
southridge-1-1.com

Status

Blocked

Alowed

Blocked

Blocked

Undecided {Allowed)
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() Tum off InFrivate Blocking

InPrivate Blocking subscriptions

Mare information from this website

Leam mare about InPrivate Blocking

= [
Used by File name  *
13 sites token js i
13 sites bit.gif
13 sites visit jpg
13 sites crumb jpg
13 sites stats js >
| 3
[ Mow | [ Bock
ok || Cancel

P

Done

5 InPrivate Blocking: Manual &) Internet | Protected Mode: On
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