
What We’re Up Against – Gh0stnet Example
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Espionage menus, e.g.:

• log keystrokes

• turn on microphone

• turn on webcam

Who got burned? – a few examples:

• Tibet government in exile

• Numerous other governments / 

embassies (e.g. Germany, India, Iran, 

Korea, Indonesia, Pakistan, Bahrain)

• ASEAN, Asian Development Bank

• Petro Vietnam

• Associated Press



Nowhere to Hide

• “It’s a Microsoft problem”
– Apple and Linux far from 

immune

• “It’s a password problem”
– Real-time token compromises

• “We can verify transactions 

offline”
– VOIP, Google Wave?

• “Air gaps protect essential 

networks”
– Conficker and European 

military

• “I’m not that interesting”
– $60 thousand in assets puts 

you in top 10% of global wealth

– Mass customization of malware

• Limited 

regulatory 

solutions
– Security 

standards / 

liability

– Investment / 

procurement 

controls

• Moore’s law 

favors the 

outlaws

• Longer term
– Change 

Internet 

protocols

– End to 

anonymity?


