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OUTLINE

» The Policy context for the EU R&D.

« Why do we need to act on security in Europe.
* The EU initiatives in information security.

e eEurope 2005 & ENISA.

« Ambient Intelligence & security.

* Qutcome of IST Call 1.

Why do we need to act on

security in Europe?

75% of European companies had no security strategy in 2002.

In 2002, IT security investments in Europe touched 5 billion dollars
(up 25% compared to 2001), i.e. only 1.8% of the overall IT
investments.

18% of companies spent less than 1% in IT security.

10% of companies have just 1 person in charge of security and
45% have between 2 to 5 people.

50% of European companies identified the “underestimation of
core business risks” as the major obstacle for investments in IT
security.

Security is not strategic yet for 2 companies out of 3.

Source: IDC/Bull survey conducted in 2002 with IT Division of 250 European
companies with more than 1000 emplovees. Over 1000 companies were contacted

To promote trust and confidence, there is an urgent need

for a collective effort to develop a “culture of security”




EU Activities on Information

and Network Security

Regulatory Policy
Framework

« eEurope 2005
* Cybersecurity Task Force
* ‘Culture of security’
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Three angles for actions on
security Policy
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eEurope 2005:

Secure Information Infrastructure

Establish a Cyber Security Task Force - by mid 2003
— supported by Member States and Industry
— centre of competence on security issues

COM(2003) 63 final “Proposal for a Regulation of the EP and of
the Council establishing the European Network and Information
Security Agency”

Develop a ‘culture of security’ - end of 2005

— develop good practice and standards

— report on progress issued end 2003

Secure communications between public services

The European Network and

Security Agency (ENISA)

¢ A centre for information security for both MSs and
EU institutions

¢« ENISA would:

— increase co-operation and information exchange between
different stakeholders in the MSs

— contribute to a higher level of information security on the
internal market

— foster the development of a culture of network and
information security in Europe
¢ ENISA would build on and leverage existing
capability and resources in Member States.
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IST today “Ambient Intelligence” tomorrow

¢ PCBased .......cccocuvueurueieinininann. + “Our surrounding” is the interface

« “Writing and reading”................... * Use all senses, intuitive

« “Word” based information search... « Context-based knowledge handling

- Low bandwidth, separate networks « Infinite bandwidth, convergence, ..

« Mobile telephony (voice).............. * Mobile/Wireless full multimedia

e Microscale............ccccvuviiiiiniii, * Nano-scale

« Silicon based. ...........cccoverviieuennn * + new materials

« eServices just emerging................. * Wide adoption (eHealth, eLearning, ...)

« Only 5% of global population on-line.. || *>70% of world-wide population on line
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A strategy towards

Ambient Intelligence

e To encourage excellence in R&D so that Europe is
in a strong posture to exploit the Aml paradigm.

e To continueto resolve security issues within the
present paradigm.

e To research and develop applications and services:
— that can bridge the present paradigm and the new paradigm;

— that can contribute to EU policies, in particular in areas not
addressed elsewhere in the FP6 IST priority.

There is a difficult balance to strike between these
three major strategic goals
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Pt IST Priority Call 1:
* ¥ 23.1.5Towards aglobal dependability and
security framework

[z

e 89 proposals- 21 IP, 9 NoE, 51 STREP...

e 15 selected projects covering all topics
(except CIP and DRM) - long-term RTD
(Aml) and innovative applications (e.g.
smart cards using biometrics)

e Total EU funding: ~76 millions of euro

* Next call in 2005.
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WEB sites

=} www.cordis.lu
www.cordis.lu/ist
www.cordis.lu/rtd2002

IST helpdesk
Fax : +322296 8388
E-Mail : ist@cec.eu.int

Instruments: http://www.cordis.lu/rtd2002/fp-activities/instruments.htm

Eol: http://www.cordis.lu/fp6/eoiinstruments/

IRG Workshop on T& Shttp://www.cordis.lu/ist/events/workshops.htm
ISTAG papers: ftp://ftp.cordislu/publist/docs/istag kk4402464encfull.pdf
Roadmap projects: http://www.cordis.lu/ist/ka2/r mapsecurity.html

T& SWorkshops: http://www.cordis.lu/ist/ka2/r ptspolicyconf.htm
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