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USA Legal Reniirements

pe Based on 4™ Amendmentiol;
U.S. Constitution rightto
privacy”

Electronic Communications
Privacy Act: 18 UnitediStates
Code (U.S.C.) 2704 — 2742




MFederal Grand/Jury Subpoenga
*2703(d) court orders

g Search Warrants

* Trap and Trace/Pen Register:

» Consensual Monitoring

 Title IlI' - Wiretap
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Cyher—TratitionalCrmes

* Cyber Crime Investigations

— Childipornography;

— Phishing, spam

— Terrorism

- Fraud

- Slave trade

— Theft of; Intellectual Broperty(IPR):
— Stalking

— Sale of drugs or‘other.contraband




* Cyber: Terrorism



SCINoIonY

* The FBI uses many:ofithe'samepuplicly;
available technologies to iclen':ify, CAPLUTES

and prosecute the criminalsithercrminals

use, such as:

- Domain & IP"WHOIS qUENES;

— DNS

- VOIP

- Web sites, forum

- Encryption

- Google

- And many others
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s\ WHOIS- Investganuese

* 9/11 and Anthraxinyvestigations

UE - Internationallcriminallinvestisationss
' mytob, horway/spain murderncase

"« Multiple kidnappings
.« Child pornography:

* Many otherincluding phishinE oeLIELS
pharming, IPR; Intermeti gamblingaand
Internet fraudirelatedinvestigations

)

(



| e I[nternational Law Entorcement
UE session

. * Reps from Australia;, Spaisivialawis
= UK, Japan; Interpol

accurate WHOI S



Robert Flaim
1-571-223-3338
rflaim@ftbi.gov




