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Thursday – November , 6th 2003

ChairmanChairman--ModeratorModerator: : GéraldGérald SantucciSantucci
RapporteurRapporteur: : Augusto LeggioAugusto Leggio
PanelistsPanelists: : TheresaTheresa SwinehartSwinehart,, J. J. ScottScott MarcusMarcus,, DetlefDetlef EckertEckert ,, Mario Sforza, Mario Sforza, 
MarcusMarcus GnaegiGnaegi,  ,  RobertRobert FlaimFlaim, , 

TowardsTowards a a 
PanPan--EuropeanEuropean Strategy Strategy 

ØØ RegulatoryRegulatory FrameworkFramework
ØØ R&DR&D ActivitiesActivities
ØØ PolicyPolicy

The Policy context for the EU R&D.
Why do we need to act on security in Europe.
The EU initiatives in information security.
eEurope 2005 & ENISA.
Ambient Intelligence & security.
Outcome of IST Call 1.

Gérald Santucci, Head of Unit, bGerald.Santucci@cec.eu.int

CatalystsCatalysts forfor CommunitiesCommunities
ØØ ScienceScience, , TechnologyTechnology, , KnowledgeKnowledge
ØØ AmbientAmbient IntelligenceIntelligence
ØØ MarketMarket
ØØ GlobalizationGlobalization
ØØ InterconnectionsInterconnections
ØØ EthicalEthical ValuesValues
ØØ TransparencyTransparency
ØØ DemocracyDemocracy
ØØ FreeFree PressPress
ØØ PeacePeace

GLOBALIZATION: Advantages/Disadvantages & Interdependencies

Reduction of custom duties and of commercial barriers , Reduction of controls, 
Development of Transportation & of ICT, Decrease of costs & prices
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Disadvantages:
National Jurisditions bypass, 

Instability, Vulnerability, Corruption,  
Loss of Security, Increase of inequalities, 

Fiscal Havens, Money Laundering, Organized
Crime, Terrorism, Conflicts, 

Protetionism, Economic 
Regionalism
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GLOBAL INTERDEPENDENCIES

INTERDEPENDENCIES DERIVING FROM ILLEGAL ECONOMY
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Security and Privacy Catalysts 
ICANN’s Role

Within ICANN’s areas of responsibility,  a catalyst from 
which the ICANN community works together to address 
security issues proactively or as they arise. This work is 
done through ICANN's public processes and the 
appropriate standing committees.

–Security and Stability Advisory Committee

–President’s Privacy Committee

Theresa Swinehart
Counsel for International Legal Affairs
ICANN

Challenges to the Deployment of 
Internet Security Enhancements

J. Scott Marcus, Senior Advisor for Internet Technology FCC

Public Policy Alternatives
Help industry to coalesce consensus.
Collect relevant data and statistics.

Provide “seed money” for research and for interoperability 
testing.

Support secure services through the purchasing preferences 
of the U.S. Government.

Provide remedies (e.g. under tort law) where firms fail to 
achieve a recognized standard of care.*

Fund the deployment of desired services.

Mandate the deployment of desired services.
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Helping to Coalesce Industry Consensus

• Support sharing of information on best practices, 
while protecting sensitive information.

• Mitigate antitrust concerns when competitors 
discuss joint actions that are not anticompetitive.

• Stimulate standards bodies to focus on relevant 
problems.
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MainMain IssuesIssues forfor CommunitiesCommunities
ØØ IgnoranceIgnorance
ØØ CorruptionCorruption
ØØ OrganizedOrganized CrimeCrime
ØØ Computer CrimeComputer Crime
ØØ Money Money LaunderingLaundering
ØØ Fundamentalisms Fundamentalisms 
ØØ LackLack of of EthicalEthical ValuesValues
ØØ Terrorism Terrorism 
ØØ WarsWars

Do Do wewe have have 
the appropriate the appropriate toolstools??

ØØ MultilateralMultilateral OrganizationsOrganizations & & ApproachesApproaches
ØØ StableStable LegalLegal EnvironmentEnvironment
ØØ AdequateAdequate FinancingFinancing
ØØ ModelsModels, , TheoriesTheories ((DependabilityDependability, , 

ProcessProcess analysisanalysis, , CostCost/ Benefit / Benefit AnalysisAnalysis, …), …)
ØØ Planning & ControlPlanning & Control
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Why is it so hard to solve this problem?
• PC initially not designed for the Internet
• Internet initially designed to share information 

not to protect information
• Legacy problem of an installed computer and 

software base makes design change difficult

• One attempt is “Trusted Computing Group” + 
Microsoft “New Generation Secure Computing 
Base”

Do we have the right tools?
Detlef Eckert

detlefe@microsoft.com
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SD³+C: Security Framework

Secure by DesignSecure by Design
nn Secure design, architectureSecure design, architecture
nn Reduced vulnerabilitiesReduced vulnerabilities

Secure in DeploymentSecure in Deployment
nn Configuration automationConfiguration automation
nn Prescriptive guidancePrescriptive guidance
nn Patch managementPatch management

CommunicationsCommunications
nn Security BulletinsSecurity Bulletins
nn TransparencyTransparency

Secure by DefaultSecure by Default
nn Reduce attack surface areaReduce attack surface area

nn Secure configuration by defaultSecure configuration by default
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DigitalDigital Assets Assets 
ManagementManagement
ØØ AwarenessAwareness
ØØ ManagenentManagenent SupportSupport
ØØ OrganizationOrganization
ØØ ProductsProducts//Services Services 
ØØ StaffStaff

Safeguarding
Corporate 

Information
Assets and Legacy

Mario Sforza
Global Forum 2003
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• Threats for corporate information assets  

• Information security awareness 

• Computer crime: myths and realities

• Security of email communications 

• Security on PCs and mobile devices

• Security of IT infrastructures

• Finmatica solution to safeguard critical corporate 
information
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Business Security 
Assessment 
(Consulting)

The e-security value chain

Security & Privacy 
Strategy

Development

Implementation of 
Security Solution 

(products and 
services)

Management of Security 
Solution 

(Help Desk; 
Outsourcing)

l - Business Consulting and 
Processes/Organisation 

l - Data/application, network 
and physical security

l - Planned hack (penetration 
test)

l - Risk evaluation
l - Opportunity-cost 

evaluation
l Third-party security

l - Privacy policy
l - Network architecture
l - Security product 

assessment
l - Back-up/data-

recovery process

l - Security products (Sw)
l - Sys Integration, 

implementation Services 
l - Application/data security
l - Education & training
l - Security products (Hw)
l - Network security
l - Physical security

l - Maintenance & Support
l - Ongoing benchmarking
l - Network/firewall 

management
l - Data management
l - Intrusion/fraud detection
l - Outsourcing (total; fleet; 

ASP; Help Desk..)
l - Hosted Services

Source : Gartner

l - Business Consulting and 
Processes/Organisation 

l - Data/application, network 
and physical security

l - Planned hack (penetration 
test)

l - Risk evaluation
l - Opportunity-cost evaluation
l Third-party security

l - Privacy policy
l - Network architecture
l - Security product 

assessment
l - Back-up/data-

recovery process

l- Security products (Sw)
l- Sys Integration,
implementation Services 
l- Application/data security
l- Education & training
l- Security products (Hw)
l- Network security
l- Physical security

l - Maintenance & Support
l - Ongoing benchmarking
l - Network/firewall 

management
l - Data management
l - Intrusion/fraud detection
l - Outsourcing (total; fleet; 

ASP; Help Desk..)
l - Hosted Services

In bold Finmatica info security offer
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Data Data ProtectionProtection
ØØ StandardsStandards
ØØ Best Best PracticesPractices
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Security & Privacy 
in e-health care Networks

_General Overview and actual Requirements 
_Regulatory Framework

_Perspective and Goals
_Challenges and Difficulties 

E-PRICA, AN ENTERPRISE OF GALENICA GROUPMarkus Gnaegi

Conclusions
_the technology is available

_regulatory framework must follow 
_economical incentives will lead to changes in existing behavior of Health  

Care Network and patients

_privacy in health care is more than a technical issue, but a cultural one
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The e-health care Network

E-PRICA, AN ENTERPRISE OF GALENICA GROUP

Specia-
lists

Hospital

Doctors

Phar-
macy

Insu-
rance

Govern-
ment

Patient

Healthcare Professional Networks
- Knowledge and Information

Billing / Invoicing Networks
- Administration

Access for patients
-Rights and Information

USA Criminal Cyber Laws USA Criminal Cyber Laws 
Rome, ItalyRome, Italy

6 November 20036 November 2003
Special Agent Robert FlaimSpecial Agent Robert Flaim

FBI FBI –– Washington, D.C.Washington, D.C.
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How Does the FBI 
Collect Electronic 

Evidence
USA Legal RequirementsUSA Legal Requirements
ØØBased on 4th Amendment Based on 4th Amendment 

of U.S. Constitution “right to privacy” of U.S. Constitution “right to privacy” 
ØØElectronic Communications Privacy Act: Electronic Communications Privacy Act: 

18 United States Code (U.S.C.) 2701 18 United States Code (U.S.C.) 2701 –– 27122712

CatalystsCatalysts forfor CommunitiesCommunities

KEY CONCLUSIONSKEY CONCLUSIONS
ØØ No definitive No definitive solutionsolution forfor the the challengechallenge toto identifyidentify the the 
rightright breakbreak--even even pointpoint betweenbetween securitysecurity/privacy  /privacy  
ØØ It’It’s  s  notnot onlyonly a a technicaltechnical, , butbut a a politicalpolitical, cultural, social , cultural, social 
and business and business problemproblem –– NeedNeed toto changechange mentalities mentalities 
ØØ DriversDrivers forfor solutionsolution: : transparencytransparency, , multilateralismmultilateralism, , 
internationalinternationalcoco--operationoperation, direct , direct foreignforeign investmentsinvestments, , 
trust and trust and confidenceconfidence, , dependabilitydependability, , decreasedecrease of of digitaldigital
divide, divide, securitysecurityawarenessawareness and and proceduresprocedures withinwithin
institutionsinstitutions and and companiescompanies
ØØ NeedNeed toto developdevelop R&DR&D forfor securitysecurityand privacyand privacy
ØØ OpportunitiesOpportunities in in EuropeEurope through  FP6 and through  FP6 and EuropeanEuropean
Network & Network & InformationInformation SecuritySecurity AgencyAgency

CatalystsCatalysts forfor CommunitiesCommunities

ENDEND


