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Challenges to the Deployment of
Internet Security Enhancements
J. Scott Marcus, Senior Advisor for Internet Technology FCC
Public Policy Alternatives
Help industry to coalesce consensus.
Collect relevant data and statistics.

Security and Privacy Catalysts
ICANN’s Role

Within ICANN'’s areas of responsibility, a catalyst from
which the ICANN community works together to address
security issues proactively or as they arise. This work is
done through ICANN's public processes and the
appropriate standing committees.

Helping to Coalesce Industry Consensus

» Support sharing of information on best practices,
while protecting sensitive information.

» Mitigate antitrust concerns when competitors

discuss joint actions that are not anticompetitive.



ES & COMMUNITIES : ES & COMMUMITIES

Feuftinideyry Sralspimn 4 d Feuintinidegr s Siraie e
I Hi ¥

| Organizations & App
al Environment
inancing

eories (Dependability,

SD3+C: Security Framework

Detlef Eckert
detlefe@microsoft.com

Why is it so hard to solve this problem?
* PC initially not designed for the Internet

e Internet initially designed to share information
not to protect information
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- Security products (Sw)

The e-security value chain

agement of Security
Solution
(Help Desk;
Outsourcing)

- Maintenance & Support

@ Third-party security

Processes/Organisation e - Network architect ®- Sys Integration, e - Ongoing benchmarking
e - Data/application, network e - Security product IMPplementation Services o - Network/firewall

and physical security assessment .- icati security
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- Hosted Services




Security & Privacy

= in e-health care Networks
Markus Gnaegi E-PRICA, AN ENTERPRISE OF GALENICA GROUP

_General Overview and actual Requirements
_Regulatory Framework
_Perspective and Goals

Standards
Best Practices

e-prica

The e-health care Network

Healthcare Professional Networks Billing / Invoicing Networks
- Knowledge and Information Specias - Administration
lists
Access for patients |
-Rights and Informatiol
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How Does the FBI
Collect Electronic
Evidence

USA Legal Requirements
»Based on 4th Amendment

Catalysts for Communities

Catalysts for Communities
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