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of Estonia
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E-stonia

ICT expenditure on IT (% of GDP): 2,9% (2006)
Households with Internet access: 50 % (2007)
Enterprises with Internet access: 94 % (2007)
Individuals using the Internet: 59 % (2007)
E-government on-line availability: 80% (2006)
Mobile phone’s (per 100 inhabitants): 136 (2007)
Share of digital transactions in banks: 98% (2007)
,» Use-of e-banking: 24,5% of all transactions (2007) .

o e =5 I

P S
(@rzﬁg})/ﬁﬂ =0

/A e
F\E‘;n [ |
e

i i



1918139y uonendog

REINKEN|
doueInsu] YLy

IQ)SISOY QourInsuy
uoISu9d [RUONBN

INSISOY J[OIYIA

Q] eI3IoUY 1S9

ST ISSA euulj[et,

Security
server

Security
server

Security
server

Security
server

Security
server

Security
server

Central server I

:: Governmental Portal — Your Estonia ::

Institutional view of the state Thematic view of the state

v

KIT
Citizen view

EIT
Enterpriser view

AIT

Public servant view

Central
monitorin

Security
server

Central server 11

HelpDesk

X-road certification center

~ |

|

—
N—

IQISI3Y saseyq

-e1R(J [RUOTIBN

« Uhispank

e Hansapank
 Krediidipank
e Sampo Pank
» Nordea Pank

Security
server




Cyber attacks
From April 27% to May 19t 2007
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Pewars MHoe 3aaatin
HE NOHAN BEONpOoCca

Y B3t HET MpaE, Ha rofocoEaHne
mece
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File Edit ‘“iew History Bookmarks Tools Help

DETOHCKOE NPAEMTENECTED NPOAOMKEsT
Kakana Gyner pasenaska?..

Aockbe No ICTaHWH Ha newsru.corm: http

HarneTe...

‘tet.newsru.com/dossier/1086 . htrnl

Hacked from RUSSIAN HACKERS (th to ZyklonTeam , 5-Teals, Web-Hack)

Baw marepvan B

SicToHckaA MNpaeocnasHaa Ueprose MM hitp:AAwww . orthodox.eef

A BEOT A N0 ackkKe NonyYKn:

"TyT ¥CTROMAKW ronocoBadke "Kakaa cTpaHa npasatr”

MoHMMa, YT FONOCOBAHME aTo HE CToNk BaxHO, M athhEKTMEHER BCEro aKoHoMMUBCKanA

Bnokana...
34X0AHM BOT cona! hitp:

www . eesti.portal.es/main.php?lkRi=1

Telkkaem B CAMOM BEPXY cnpaea Ha poccrickuni dnar (NepesnarM Ha PYCCKHA ASBIK)

H NPOKPYYHESSM 00 KOHLE CTRPaHHLE H

Ebino Gbl BEMHKONENHO PA300NaTe BCEM, KOMY MOMeTe.. PyHeT BENHKAA-TakH Bellb”

PaHee Beino NoAyY4eHo coobWweHe ob MHTEPECHOR SKWKHK, HO OHa 3apaHee obpedeHa No

TEXHMUBOKOR NEMUHHE. ..

"HanoMHHK 0 cefie NDABHMTENBCTEY SICTOHMH, KOTOPOE OCKEEQHHNO MNaMATE HAWHY AeA0E,

ronocyeM!

CMNAcaEWHX HAC M BCE YenoseqYecTso oT hawnsmal

FOTOBHTCA rpaHArMo3HaA DDoS-aTaka H
Ha4dwmHaem B 9 4acoe yTpa no Mockee:

EKMMOHYEEM KOMM, NOAKAKYasMca K FIHT
Myck -> BeinonHWTE (MAkM xmem Win-+R))

%) DDoS-araka Ha caiiT NpaBKTE kTR 3cTOHMM! - Mozilla Firefox
Bookmarks

Blle Edit  Wiew History

enapx-asbHOH rasere

Our Freedom Qur Victory ...

» Hawm Apyzba

3CTOHUM NO30P!

O

Tools  Help

ping -n S000 -] 1000 www.valitsus.ed
cHoBa Myck -> BbINOAHHTE (HAH XMEM
ping -n 5000 -1 1000 www.riik.ee - DcT|
CcHOBa My cK -> BEINOAHKTE (HMAK *KMem
ping -n 5000 -1 1000 www.reform.ee -
CHOEA MNyck -> BRINOAHNTE (MAKM XKMEn
ping -n 5000 -| 1000 www.president.ed
cHoEa Myck -> BENOAHMTE (MK kMen
ping -n 5000 -] 1000 www.riigikogu.ee
cHoBa Myck -> BbINOAHHTE (HAH XMEM
ping -n 5000 -1 1000 weww . nc.ee - Focy
CcHoBa My cK -> BEINOAHKTE (HMAK *KMem
ping -n 5000 -1 1000 www . riigikontroll.
CHOEA Myck -> BRINOAHNTE (MAKM *Men
ping -n 5000 -] 1000 www. oiguskantslg
cHoEa Myck -> BENOAHMTE (MAK kmem
ping -n 5000 -] 1000 www . riigikantselel
CaFThl SCTOHCKWX NOCONLCTE

cHOEa Myck -> BeINonHnTE (MAK *Kmnem
ping -n 5000 -] 1000 www.esternb.ry -
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moments.

connection.

Try Again |

h,

The connection has timed out

The server at wivw,wm.ee is taking too long to respond.

m The site could be ternporarly unavailable or too busy, Try again in a few
= If you are unable to load any pages, check your computer's network

w If your computer or network is protected by a fireweal or proxy, make sure
that Firefox is permitted to access the Wweb,

Timed Out
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30,05.2006
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Cramye: offline

S B kovmar '..EJIO«HP.

/LEI. |L| htep: fifarurm. xakep.rufm_877196/mpage_1jkey_tm htm#877196

DDoS-aTaka Ha cadT NDABHTENLCTES SCTOHKM! - 28,04,2007 4:20:59

RE: DD0S-aTaka Ha caHT NpaBHTENECTBa 3CTOHMA! - 28,04,2007 12:22:04
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Congaty.. CErogHa, AHEM 28 anpens, B 12 4acos AHA, NPOEOAHMTCA NOBTOPHAA rpaHAnosHas DD0S-aTaka Ha CafT Wi NPaBMTENBCTES
hittp:/fweww rik, 2efet/

OCYLWECTENTE 3T NErKo - POBHO B NONGEHE 23X04MM B MyCK - CTaHapTHEIE - KOMAHGHAA CTPOKA, B OTKPHEWEMER OKHE MMWEM!

" ping -n 5000 -1 1000 wwow riik.2e ", Ha 370 BBl NoTpaTMTE § Merafant voxogawero Tpadmka, 1 MoXeT x0Tb B MHETE HAUMCTOB NOyJMTCA
Hakazate 1!

BCNH ¥ E3M HEeXaNKo Tpadka T 2aRAMTE TaK HECKONEKO Pas M CO3QAATE HECKOMBKO OKOH XMENaTentHo 3 TakH::

ping -n 500000 - 7000 www.rik e

ping -n 500000 - 5000 ww rik.es

ping -n 500000 -1 1000 www riik.es

BCIMHE Y BAC UM% OCb TO BaM HYXHO!

ping -f -s 65507 riik.ee

P.5. MoMHMTE, K3#4b6A OTNPAENEHHEIR N3KET MOXET OKa2aThCA 4NA ME CARTa pOKOELIM ||

E ntobor CNy44ae pasowny 370 BCEM CEOHM KOHTaKTaM!

HE Aai MHE yMepeTs C ronogy!
23K Ha caiT http://4its by.ruf v NoKNMKaA No pEKNaME B KOHLE TEKCTA (MO LEETY - CanaToeas)
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HHKTO He 2aMeTHN BO ckonbko http: ffwww ik ee/ yiwen & gayH?

< CoofilleHHe oTpeAaKTHPOEaHD asylum -- 28.04.2007 12:37:26 =

Dr. Asylum
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Sites attacked

www.mkm.ee (Ministry of Economic Affairs and Communications): unreachable
www.peaminister.ee (Website of the prime minister): unreachable
www.riigikogu.ee (Estonian Parliament): unreachable
www.sisemin.gov.ee (Ministry of Internal Affairs): unreachable
www.valitsus.ee (Estonian Government): unreachable
www.vm.ee (Ministry of Foreign Affairs): unreachable
www.agri.ee (Ministry of Agriculture): reachable

www.envir.ee (Ministry of the Environment): reachable
www.fin.ee (Ministry of Finance): reachable

www.just.ee (Ministry of Justice): reachable

www.kul.ee (Ministry of Culture): reachable

www.mod.gov.ee (Ministry of Defence): reachable

www.pol.ee (Estonian Police): reachable

www.reform.ee (Party of the prime minister): reachable
www.sm.ee (Ministry of Social Affairs): reachable

: > Oh NI'ay_ 10 2007 - we lost 50% of milk, bread and gasoline for 90
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Partnership is important

Conclusions

Conception of trust changed 1n the cyber society

We are very tightly related to cyber room globally
and dependent on e-services

It’s easy to organize the cyber attack

Cyber attacks are very serious threat today and
increasing threat in the future

Critical Information Infrastructure Protection will

‘be very important







