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My Background

" B.S,, geology, Caltech

* Ph.D., geophysics, MIT

= 1988 -- Congressional Science Fellow

=4 years as Senator Gore's science advisor
=4 years as IT policy wonk at White House
* 1998-1999 -- Technologist at FCC

= 8 years at IBM

" Industry Strategy Council, Internet2

* Former Chairman, TPRC

= VP, Public Policy, Internet Society
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Entering the Third Phase of the Internet

Many different pieces

=Web 2.0

=Web Services

=WiFi, WiMax, and more

*The “Internet of Things” (sensors, etc.)
= Service-Oriented Architecture




Phase One — Remote Log-in — One-to-One
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Phase One — E-mail — One-to-One
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Phase Two — Web — One-to-Many
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Phase Three — Napster — Many-to-Many
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Phase Three — SOA — Many-to-Many
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Value Networks
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End of privacy?

Value Networks and OR

End of information sharing?

Information Sharing OR

Free sharing

Trust?

Web 1.0

Systematic sharing

Internet
Sharing of PII
becomes the
- standard as
Limited sharing of services provide
personal information adequate value
for the data they
— collect.

Collaboration




1) Privacy Notice

APPLICATION

COLLECTION

. 10) Trac
7) Discovery

9) Disclose 8) Contract
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Critical technology choices

Authentication and directories
Privacy-enhancing technologies (P3P)
Open Document Format

Digital Rights Management

Filtering technologies to block spam, porn
Voice over IP

Wireless Internet standards
Service-Oriented Architecture (SOA) and
Grid computing

Instant messaging

IPv6 deployment

Linking the phone network and the Internet
Rich media standards (SIP, multicast, etc.)
End-to-end vs. walled gardens
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Ten P’s of Cyber-policy

Privacy
Piracy
Pornography
Protection
Pricing
Policing
Psychology
Procurement
Payments
Protectionism




Tech answers to policy problems

Privacy ———> P3P, etc.
Piracy ——— DRM
Pornography— Filtering tech.
Protectlon Authentication

Pricing Grid standards
Policing § Wireless Internet
Psychology Phone-Net merger
Procurement Voice over IP
Payments

Protectionism




