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Session #3 — Data Governance, Security & Privacy

Chair / Moderator — Steven Adler, IBM
Speakers:

Jim Williams, Media Strategies & Solutions
Christa-Menke Suedbeck, Deutsche Bank
Christopher Boyer, AT&T USA

Stever Purser, ENISA

William Coats, Kay Scholer LLP

Denis Gardin, Cassidian
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IBM is the Leader in Data Governance...since 2004

Data Govemnance Council Members

Customers of IBM
Abbott

American Express
Bank of Montreal
Bank of Tokyo/Mitsubishi
Citigroup

Chevron

Danske Bank
Deutsche Bank
Discover Financial
EDM Council
Equifax

Enmax

Fannie Mae
FSTC/BITS

IBM CIO Office
Imperial Bank ZA
JPMC/WaMu

Key Bank

Lowes

MasterCard

Merrill Lynch

Mizuho Securities
Nordea Bank
Northwestern Mutual
PFG

Robert Frances Group
Royal Bank of Canada
Sanlam

TIAA-CREF
TeliaSonera

VP Securities Services
Vision Services Plan
Washington Mutual
Wells/Wachovia

Business Partners
Axentis

BrainPark

Business Reporting AG
Chaordix

CoreFiling
Infovide-Matrix Poland
OpenPages
Micropole-Univers
Perficient

Revi-IT

Sybase Bl Practice
Varonis

Academia
Nova Southeastern
Bucerius Law School

Five years ago,
The IBM Data

Governance
Councill

Qutcomes
Data Risk Hanagement
Data Risk Management& AORM) and Compliance
S
Value Creation
Organizational Struciures
Enablers and Awareness
Falicy
Organizational Structures and Awareness
Stawardship

Data Quality Managerent
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Informatinn Lifecyele
Manage ment LI

Enlence

s Information Security and
Core Disciplines Privacy

Data Architecture

Information Life-

Classification and Metadata
Cycle Management i

and Privacy

Audit Information Logging
and Reporling

Initial  Repeatable Defined
Scope of services

Ientfy requirad - Develop oadmaps
Initiatives

Wanaged  Optimizing

Supporting Disciplines

Classification & B P
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Created the
Data
Governance
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To benchmark
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maturity...
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The Information Governance Community — 2000+ Members

INFORMATION GOVERNANCE COMMUNITY MEMEERS
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We open-sourced the Maturity Model...

Self Assessment Survey Complete

2

You scored a 2 out of 3. Your company could use some improvement.

Desired 2 Taken By

Org Awareness &

2 Re-Taks Structure 3 11 &7 15 14 Chaar
a2 Re-Take Stewardship 1 B 51 19 18 Chear
a2 Re-Take Policy 1 a 45 1.7 13 Chear
] [Fle-Taie ;:ﬁna:;:em 2 B 44 21 19 Chear
(] [Re-Talon Value Creation 1 4 44 1.8 1.6 Clear
a2 [Re-Take Diata Quality 3 ] (1] 2 18 Chear
a2 Re-Take LM 3 a 40 2 2 Clear
] R Tae Security 2 a T 24 24 Cinar
] Rie-Taon Data Architecture 1 8 100 25 25 Chaar
a2 Re-Tase Metadata 1 [ 56 1.7 14 Cosar
=] [Re-Taion Audit 1 1 ar 21 1.7 Clear
Total Score: ;?3:‘;”
View snapshot: | =1

So that everyone can use it...

© 2010 IBM Corporation
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The Freedom of Information I1s under Threat

“A new information
curtain is descending
across much of the
world,” she said, calling
growing Internet curbs
the modern equivalent of
the Berlin Wall.

- Hillary Clinton, US Secretary of
State, January 20, 2010

© 2010 IBM Corporation
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Countrles that restrlct Informatlon as a Pollcy Tool

A &

ET'S “BLACK HOLE

Belarus, Burma, China, Cuba, Iran, Libya, Maldives, Nepal, North Kcrea Saudi Arabia, Syria, Tunisia, Turkmenistan, Uzbekistan and Vietnam
'PT"'Q,_‘ 2 " RS - & & £ Tk, .y - ;‘ - ;
Nl Y VBT ' e - BTN }‘-

Flfteen countries are black holes in the World Wlde Web. News is not free to circulate there. These enemies of the
Internet are nonetheless here in Tunis and are talkmg w:thout any shame about freedom of expressron www.rsf.org 8- )

There are currently more than 40 countries, in practice, blocking access to the Internet and social networks.
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But there are also many restrictions in even the most
enlightened nations...

Low rates of broadband penetration
Low bandwidth rates in rural areas
High surcharges, taxes, and fees on usage

Complex wired and wireless network protocols and
technologies that limit use to tech-savvy..

On April 14, | predicted that some nation would soon
declare the Freedom of Information as a Human Right.

On May 15, the United Nations published a paper
affirming that position.
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The Freedom of Disinformation

Nations and corporations
are run by human
beings.

Every human being uses
disinformation as a
policy tool.

Therefore every nation and
corporation uses that
tool as well.

With greater access to

Information comes
ubiquitous What Can We trust?

disinformation.
8 ew
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Data Governance Rule #1: Do not trust unverified data

This warning is shown because you have added untrusted repositories 1o your soltware source

Intainer of ANY of those repositories con easily do ANYTHING he or she wants 1o your system, including destroying or stealing

ealing passwords, aiminal activity through your computer etc

Additionally unoficial repositories may contain packages that make the next upgrade to a new Uburtu version fall

You should review ALL ies you have listed in fetgapt/sources. list and ALL packages you have installed from untrusted sources

This message has nothing to do with Ubuntu or Canonical. it has been installed from one of the unoficial repositories you are using

""" V‘f . ; . © 2010 IBM Corporation
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Information Driven Organizations

...Have Information Governance to tell fact from fiction
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The Goal of Information Governance iIs

Legacy Information Sharing Model New Information Sharing Model

(4 fo Shari » “Need to Know" — The legacy model = “Responsibility to Provide™ — A new mindset to
Al  of sharing intelligence data to trusted. share intelligence data while still addressing the
vision parties when deemed necessary by need to protect privacy, civil liberties, and sources
the data provider and methods

STRATEGIC
DRIVERS

iR - Agency-Centric- Developed to « Enterprise-Centric~ Collaboration/Services
Scope support a particular agency’s needs markeiplace stretches across agencies, partners, and
for particular mission sets international borders for multiple mission use

G . Static — Developed | '
JCollaboratio \i}tahn;ohc?ee; gﬁgfgsﬁ':ﬁg&dgfme ~ Mission-Centric “Self Generating"” — Rapidly
particular intelligence product with adapts to changing needs and introduction of new

E little change or flexibility partners (state, local, tribal governments)
= A N e NN B R r e i e e e s
& & Security - Network-Centric — Security designed , * Information-Centric — Security built into the data
E Model around each network (e.g., DMZ,” and environment, i.e., “security in-depth” (e.g., data
z firewalls) tags/XML)
e o e bt oo S . . ——
e (&4 Access « Compartment-Based - Access * Attribute-Based - Access based on aftributes
= Model based primarily on security access .. beyond security classification (e.g., environmental,
p-3 controls and regulations mission focus, affiliation, etc.)
L » Data "Owner” — Cultural mindset of = Data “Stewardship” — Cultural shift to intelligence
S intelligence data owned by the data stewardship to facilitate multi-dimensional
Usage providing agency with strict controls' analysis and usage with appropniate security
on access, distribution, and sharing protocols
mechanisms

GREATER COLLABORA!

...Business Transformation

© 2010 IBM Corporation
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Audit — In Search of Truth

© 2010 IBM Corporation
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We propose to bund a similar model for

cassomcrDensand

ShockSeae

e -————— REVPECoSIomerPerMoctt <@ Do ok RevTes
- \\ CassomerPer\Sorsh

’Nmm&u
mra&m

benchmarioCassorner -

Senisfacnon ‘

‘ |
ProcessRErOrAcoracy 7:/ ] ‘ ",
bdenchmarkPorProcessCormecsy = Cuss ‘.’
ForNomra) usiomer ProcessR sse = B — T - -
= wroeg LW Aomey Ers

© 2010 IBM Corporation



IBM Data Governance
Council 2011

ABSA

Advent Global

American Express

ArQ Intelligence

Business
Connexion

CDP Group

Champion
Solutions
Chaordix

Danske Bank

Deutsche Bank

Focus Solutions

Focus Strategies

Forio.com

HealthNow

Highbury

IBM

IHS

Key Bank

Metropolitan Life

Neotel

Nextirone

PAREXEL

Perceptive
Informatics

Perficient

Premier Farnell

PFG

QBE

Records
Technologies

South African
DOD

Sabre

Wildhaber
Consulting

South African Civil
Aviation

Standard Bank Zenith Solutions

Stanford
University

State Farm
Insurance

TIAA-CREF

Telkom SA

USA Access
Group
VF Corporation

VP Securities

Wells Fargo



Information Management

Without a System, Governance is Arbitrary and Bad

IBM is Leading on a Systemic Approach to DG
- Using Systems Theory & Great Tools

- With the Maturity Model as Base
- And Hexagon Methodology Workshops
- To create an Operational Model

- That will revolutionalize Data Governance

Join a Movement:
- Work with your peers
- Be a Thought Leader
- Make a Difference!

...Don't let that happen to you
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