Privacy in an online
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eBay’s business

The World’s Online Marketplace




eBay’s vision

Provide a global online trading platform
where practically anyone can trade
practically anything

eBay Does NOT Have Traditional Auctions
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Some interesting facts... (Q3 2004)

* 125 Million Registered users

* 348 Million Listings

« USD 8,3 Billion Gross Merchandise Value

* 430.000 people in the US make a full-time or part-time
living selling on eBay

Some interesting facts...

International...

+ eBay Motors UK sold almost 2.5 times the vehicles of the
country’s largest independent car dealer in 2003.




Some interesting facts...

International...

* 17% of all personal parcels shipped by Deutsche Post AG
were items sold on eBay Germany in Q2-04.

Global footprint — geography
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eBay Member Profile — Feedback Page
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Member Profile: dreamlife90 (3528 ) ¥ Eis! o800 me

Feedback Score: 3528 Recent Ratings:

Fositive Feedback 998% Past Past Past
Month 6 Months 12 Manthe

Members who left a postive: 33 " 392 1833

Members who left a negative: 3 @ piive 05

o @ neeal 1 1 1
@ regstive 1 1 1

Bid Retractions ¢Past & months): 2

All posttive feedback received

Leain about what these numbers mean

AllFeedback Received  From Buyers From Sellers Left for Others
B533 feedback received by dreamlife30
Comment From

| @ Excellent seller, fast emails and shipment. AAA+-—+ Buyer pharaohd (1408 )

@ ABSOLUTELY THE PERFECT EBAYER. SENT
IMMEDIATELYI! JUST WONDERFUL. tHANKS!

Buyer jmixont0 (1) &

Buyer crazyguy (224 W)
Seller dddaddydee (19 79)
Buyer katelovespez (656 %)

@ ‘eryfast transaction, quick delivery:
@ An excellent custarmer, thank you far your business! |

@ Would not trade again, never shipped my item!

Nernber since: Jul 1937
Location: United States
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Privacy Vision

* Provide an open environment that facilitates

online trade through trust

 Trust is facilitated by the fair information
principles, and by providing our users with:

— notice and communication

— choice and control

— security, authentication and enforcement

« Trust is earned with integrity and time




Privacy the eBay Way

* Recent Trust Numbers*

— | trust that eBay is abiding by it's Privacy Policy = >90%

— eBay does not sell PII to third parties = >90%

— eBay has adequate security to protect my Pll = >90%

— Before registering, did you read the privacy policy = 69%

— Of those who read it, 89% thought it was not difficult to read

— How satisfied are you with eBay's overall privacy practices,
taking SPAM, trust, security, and all other privacy factors into
account = >90%

*Survey conducted Q1-Q2 2003 of 2000 current users, mainly buyers, through
random participation by an email invitation. Responses are those that did not
disagree with the statements above.

Privacy the eBay Way - Transparent
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Appendix to the Privacy Policy

How third parties may have access to your information you disclose to eBay.
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Privacy the eBay Way - Consent

) ellayBeegists atior: Ageee to Terma - Mcrouslt Internet Explornr i iax
B L8 yew Ppeote [k b Send

m h Register for eBay and Half.com rq!%m-

Registration: Agree to Terms ® had Helg?
1 Ees Information T Agreeto Terma 3 Confim Yow Emad

Flias rusd the Usar Agresment and Privaty Policy bekre

ek tha baxas and click | Agrae 1o sccept the Usar Agresm

I | umdurstand that | can choese net 1o receive communicatiens from efay.

| Agros To Thuse Temms > | dechng

Privacy Paradigm Issues

* Retention v. Deletion

— Conflicting requests from users.

* “Please delete all my information and never
communicate with me again.”

— Retention for primary use of data, with/out
consent

— Deletion in the face of legal, regulatory and audit
compliance

« How to continue protecting the consumer
against Fraud?
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Education -- Spoof Email Protection

Tutorial

Multi-Page format
allows us to deliver
multiple messages that
are easy to follow.

Tutcrial

T} ebay Cducation - Microsoft Inbermet Explorer

Spoop (pake) Emails W) B O

What s '—‘meelpﬂn\ .Jh'ulbelu\ 7 what to de
Spec) fmail ) Spoo} Email | Fake Web Site | about Spocjs |

The tutorial content
helps us also educate
members about how to
stay safe online.
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consumers 1 reply with personal
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ruarrhier, sncial securky numbar or
atcount password.

Thess decepive practices sre called
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appearance of & popular Web sle or
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ideriity thefl. Also knewn as "heax
arnails” or " phighing”, this practice is
oecuNting mora and mera Trequantly

Ability to visually show
samples of a spoof.
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Tutorial is in pop-up format with the ability for
user to click “Learn More” for additional info
on spoof protection.
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