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Risks and stakes of Cyber Security

The Future of Internet to provide more and more critical services weighing a larger part in

the economy.

E-commerce/ e—banking
° E—government

° E-health

Network centric operations : logistics, defence, air traffic management

The recent few years have seen a sign.ificant rise in offensive, defensive and counter

offensive activity by criminals, industry and Government, creating significant economic loss.

Estonia denial of service attack;
° Cyber crime supporting terrorism;

° Loss of confidential information
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... has developed products, services and solutions for the most

demanding government customers in France, Germany, UK, USA

Services:

* Cyberwarfare and IT security consultancy.

* Identity Management

* Security Management (Security Operation Center)

* IT security training : from high level awareness to training IT security operators

Software Tools:

¢ Software firewalls;

e Virtual private networks;
* Vulnerability scanners;

* Computer software forensics.

Hardware - IT Security Systems and Appliances including:
*Network cryptographic devices.

*Secure routers;

e Hardware-based firewalls;

* Network Access Control (NAC) appliances;

* Intrusion detection and prevention hardware;




