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Smart Card Management System (SCMS)?

n Service and Locative Conversionvia Smart Card – between 
public sectors and private sectors etc

Into ONE CARD !!Into ONE CARD !!

At HospitalAt Hospital

Health Insurance Card
Patient Card 
Medical Record
Prescription

At AirportAt Airport

E-Passport/Visa
E-Ticket
E-Mileage

At Shop/StationAt Shop/Station

E-money
E-Loyalty
E-Ticket

Governmental OfficeGovernmental Office

E-Passport
National ID Card
Citizen ID Card
Drivers License

At HomeAt Home

Electronic Banking
Electronic Shopping

At School/OfficeAt School/Office

Corporate ID Card
School ID Card

UsageApplication DownloadingApplication Downloading

Anytime, Anywhere Anytime, Anywhere 
on Demand!!on Demand!!

Card Issuing/OperationCard Issuing/Operation
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Existing Models and Issues to be Solved

n Still Card Issuer-oriented and Closed One

Card Issuer Service ProviderCI SP

Single-purpose
By card issuer 

Multi -purpose
By card issuer

Pre-issued

In Issuing

CI SP SPCI=SP

Dynamic
Loading

Issue
Card

SP SP
DL
APP

CI

Smart Card

Multi-purpose
By service provider

but
Still Closed

Card-oriented (Card Issuer Centric) System - Closed Community

One Card Community

Open & Secure
Interoperable
Multiple
Card Communities

Beyond
the Card Community

Service-oriented
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Innovation: To apply PKI-based Multi-Application 
Card Management

n Load Apps into any card issued by different card issuers.

Registration and Certification
Authority (RC)

Request Load

Issue Load License

2. Download Application

1. Issue Card
InternetInternet

Multi-Application Card (C)

Service provider (SP)Card issuer (CI)

Card 
app
Card 
app

Specify permit of access 
control strictly

App ID

Authorize both “card issuer” and 
“service provider/application”

Identify and authenticate SP
Check “SP’s” right in license dynamically
through secure channel

Identify, authenticate Card and CI
Request loading to any card 
issuer dynamically

SP ID
Card ID
App ID

Card issuer (CI)

PKI

PKI

PKI
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Global Interoperability - From Isolated Card 
Community to Federated Card Communities

n Nomadic Use of Smart Card among Card Communities Globally

CI

SP

SP

CI
C

SP C

CI

SP

SP

CIC

SP
C

CI

SP

SP

CIC

SP
C

RC
RC

RCEurope
Asia

US

Nomadic User

City/School/Clinic 
or Telecom NW A

PKI
City/School/Clinic 
or Telecom NW B

C

City/School/Clinic 
or Telecom NW B

RC: Registration and 
Certification Authority

CI: Card Issuer
SP: Service Provider
C: Card

Global Nomadic World
- Global Nomadic Cities
- Global Nomadic Schools
- Global Nomadic Clinics
and 
- Global Nomadic Networks
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KEPIA

IPA
ICCR

Towards Global Convergence and Harmonization

n This framework is accepted and well -improved through global 
collaboration of many standardization organizations.

e-Japan
eEurope

Resident master 
Ledger 

Smart Card 
Standard System 

(for Multi-AP)

2003.8
[by MIC*]

CEN WS e-Auth
CEN WS TC224 WG15
(European Citizen Card)

IT City
[by METI]

2002.3

*MIC:
Ministry of Internal Affairs
and Communications

Experience

Results

NIST

Global Collaboration Forum (GCF)Asia IC Card Forum (AICF)

ISO

cooperation

2005/2006
(Next Version)

2003

Under 
Discussion

2001
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Conclusions and Future Works

n

n

n

n

n

“ ”

Thank youThank you

Contact:Contact: Eikazu NIWANO Eikazu NIWANO 

Smart Card Platform Development ProjectSmart Card Platform Development Project
Smart Card Service Promotion ProjectsSmart Card Service Promotion Projects

Service Integration LaboratoriesService Integration Laboratories
NTT CorporationNTT Corporation

33--99--11 Midori11 Midori --Cho, MusashinoCho, Musashino--Shi, Shi, 
Tokyo 180Tokyo 180--8585, JAPAN8585, JAPAN

EE--mail: mail: nniwano.eikazu@iwano.eikazu@lab.ntt.co.jplab.ntt.co.jp
Telephone: +81 422 59 4914Telephone: +81 422 59 4914
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Towards User -oriented One

n User-oriented One

Card Issuer Service ProviderCI SP

Single-purpose
by card issuer

Multi -purpose
by card issuer

Pre-issued

Multi-purpose
by service provider

independent 
from card issuer

In Issuing

CI SP SP SP SPCI=SP

Dynamic
Loading

Dynamic
Loading

Issue
Card

SP SP

DL
APP

CI CICI

IC

SP SP

Dynamic
Loading

CICI

Multi-purpose
by card holder
Independent 

from card issuer

Multi-purpose
by card issuer
Post-issued

Card-oriented Service-oriented User-oriented

Current Deployments Our Proposal
and current Standard

Future Model
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PKI based Multiple Application Smart Card 
Manasgement Framework

For Interoperability and Secure Application Loading

Card Holder

Service providersCard issuers

HospitalsServices of 
Governments

/Cities

Schools

Governments/Cities
Banks
Schools/Companies
Telecom Operator
Railway Companies

C. Network-based and PKI -based     
Secure Application Loading

- Add and delete
anytime, anywhere
on demand

- Provide services without 
card  issuing economically

- Recover cost and 
get profit by tenant rental

A. Separation of Authority (Role)
B. Card Memory (Tenant) Rental 

to service provider

Transportation

AppApp

TenantTenant

Use 
Application (Services)

App

At home/Office
On the way

New
Business!!

Payments
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New Business Model – Cost Sharing

n Share Card Cost with Service Providers

Card Issuer

InternetInternet

Tenant fee

App

AppApp

TenantTenant

NO CHARGE
Subscription fee
(APP Load fee)

Identity Card
- Citizen/School/Corporate
Subscriber Card
- Telecom etc

Service Providers
- Loyalty/Payment ( by Shop)
- Transport Ticket
- Health Issuance

- Recover cost and
get profit by tenant rental

- Provide services without card  
issuing economically

Tenant
License

Dynamically
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Towards Global Nomadic World

n What kind of community and card is suitable for this model?
n It might have many own facilities or related entities in the same 

community.
n It should exist heterogeneously everywhere and are able to be 

cooperated with each other without difficulty - public/neutral entity -
n It must be used by nomadic (mobile) user - traveler/mobile worker –

n So, the appropriate type of card might be
n Citizen card, school card and corporate card – eID Card
n Health insurance card
n Telecom SIM card in Future Potentially beyond telecom operator

n Especially it may be reasonable to realize federated cities and 
schools for provision of universal services
n Global Nomadic Cities
n Global Nomadic Schools
n Global Nomadic Clinics
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Universal Services - Global Nomadic 
Cities/Schools/Clinics

n Citizens will use citizen card if visited city give him 
benefits such as discounts/loyalty program

Registration and Certification Authorities

Card Holders
(Citizens)

Service 
providers

Card 
Issuers

City/School/
Clinic BCity/School/

Clinic A

Anytime, 
Anywhere
On Demand

D
o

w
n

lo
a

d

Use

A Citizen of City A
Business Trip / Travel

eID eID

Facilities

Facilities

Museum

Hospitals

Hospitals

Library
Museum

Historical
Places (shops)

Schools

Loyalty

Federated
Communities


