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The development

of a unique Government Public Web Portalunique Government Public Web Portal ««HERMESHERMES»»

to provide information to citizens and businesses

&

in parallel to provide integrated and secure

e-government services, 

at all levels, 

centrally controlled and orchestrated.

(National Portal HERMES)

HERMES Mission….



HERMES goals

• Setup of an interoperability portal to: 

– Provide info to citizens and organizations

– Provide on-line & secured e-Gov services

– 24/7 e-Gov services 

• 3 project goals:

A. Collect necessary info of P.S. and expose them on the portal

B. Map interoperability points and processes with other public 
agencies

C. Digital authentication of citizens/organizations (SIZEFXIS)



HERMES in numbers….

• Project’s budget : ~10m Euros

• Implementation timeframe : Sept. 2007 – Dec. 2008

• Project owner : Ministry of Interior

• Implementor : UniSystems SA.
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1. One – Stop Information Shop for Citizens & 
Businesses

2. Interoperability Platform

3. Electronic Maestro of the Public Sector

4. Platform for Secured Transactions

5. Expert Advisor for Improvement of Public Sector 

6. Compliance with e-GIF

HERMES’ 6 pillars



One One –– Stop Information Stop Information 

Shop for Citizens & Shop for Citizens & 

BusinessesBusinesses

HERMES’ Pillar 1/6



Getting married
Getting divorced
Expecting a child
Setting up a company
....

Needs

People, communities,
living
Education and research
....

Services

Unemployed
Students
Immigrants
Small sized companies
....

Users



Related services
Related information
Related announcements

Need: Getting 
married



Description
Supporting documents
Classification
Ranking of the info
Feedback
Related services
Related info
Related FAQ
Related announcements
E-service execution

Service Full Story



Interoperability PlatformInteroperability Platform

HERMES’ Pillar 2/6



HERMES’ Technology Stack

Enterprise Portal

BPA Suite

SOA Suite

Oracle BI EE

Oracle DB EE

Oracle RAC

Enterprise A/S

BI
SOA
BPA

Oracle JEE

Portal

Oracle Fusion Middleware

Oracle Database



Electronic Maestro of the Electronic Maestro of the 

Public SectorPublic Sector

HERMES’ Pillar 3/6



Social Security 
Benefits Department

3rd Party Social Security
Public Body

Registry Office

Eligible for Eligible for 

AllowanceAllowance

Branch of Social
Security

Organisation (SSO)

Abstract of Social Insurance Abstract of Social Insurance 

AccountAccount

Certificate of Years of Certificate of Years of 

insuranceinsurance

Health BookletHealth Booklet
Service RequestService Request

Certificate of BirthCertificate of Birth

Application of “Birth Allowance” - PAST

Allowance PaymentAllowance Payment



Social Security 
Benefits Department

3rd Party Social Security
Public Body

Registry Office

Eligible for Eligible for 

AllowanceAllowance

Branch of Social
Security

Organisation (SSO)

Application of “Birth Allowance” - Hermes

HERMES

33rdrd Party Party 

ERPERP

SSO ERPSSO ERP

Transaction Transaction 

UpdateUpdate

EmployeeEmployee

Uploads Certificate of Uploads Certificate of 

BirthBirth

Allowance PaymentAllowance Payment

Payment Payment 

GatewayGateway

Eligible UpdateEligible Update



Standardized service representation

ΕΡΜΗΣ

Τράπεζα

3ος Ασφαλιστικός Φορέας

Ληξιαρχείο

ΙΚΑ

∆ικαιούχος

Start event

Συµπλήρωση
Αίτησης

Υποβολή
Αίτησης

Παραλαβή
Αίτησης

Έλεγχος ΑΜ

Notification

Μη Έγκυρος ΑΜ

End event

'Ελεγχος
Ασφαλιστικής
Ιστορίας

Έγκυρος ΑΜ Έλεγχος
Βιβλιαρίου
Ασθενείας

Βεβαίωση Μη
Καταβολής
Επιδόµατος

Ασφαλισµένη σε άλλους φορείς

Ναι

Καταβολή
Επιδόµατος

Πίστωση
Τραπεζικού
Λογαριασµού

Ενηµέρωση
∆ικαιούχου

End event

Χορήγηση
Ληξιαρχικής
Πράξης

BPELBPELBPMNBPMN



Platform for Secured Platform for Secured 

TransactionsTransactions

HERMES’ Pillar 4/6



• Basic Requirements of Security: 

– Confidentiality

– Authentication

– Integrity

– Non-Repudiation

• PKI Infrastructure of HERMES

– Certification Authority / Registration Office 

– Digital Certificates (Authentication/Digital Signatures, Cryptography)

– Asymmetry Cryptography (RSA), Hash Algorithms

– Systems to manage soft & hard certificates

• Connection between Levels of Confidence & Authentication 

Method

HERMES’ PKI Infrastructure



1. 1. CITIZEN IS CITIZEN IS 

AUTHENTICATED USING HIS AUTHENTICATED USING HIS 

/ HER AUTHENTICATION / HER AUTHENTICATION 

DIGITAL CERTIFICATEDIGITAL CERTIFICATE

2. 2. CITIZEN SUBMITSCITIZEN SUBMITS

REQUEST FOR REQUEST FOR ΕΕ--TRANSACTION TRANSACTION 

XML

3. e3. e--SUBMISSION OF CITIZENSUBMISSION OF CITIZEN’’S S 

REQUEST REQUEST 

DIGITALLY SIGNED BY HIM / HER. DIGITALLY SIGNED BY HIM / HER. 

4. e4. e--REPLY TO CITIZENREPLY TO CITIZEN’’S REQUEST S REQUEST 

IN PDF FORMAT DIGITALLY SIGNED BYIN PDF FORMAT DIGITALLY SIGNED BY

PUBLIC SERVICEPUBLIC SERVICE

5. CITIZEN RECEIVES THE CERTIFICATE (IN PDF 5. CITIZEN RECEIVES THE CERTIFICATE (IN PDF 

FORMAT) DIGITALLY SIGNED BY PUBLIC FORMAT) DIGITALLY SIGNED BY PUBLIC 

SERVICE & GOVERNMENT GATEWAY SERVICE & GOVERNMENT GATEWAY 

e-Service execution via PKI



Expert Advisor for Expert Advisor for 

Improvement of Public Improvement of Public 

Sector Sector 

HERMES’ Pillar 5/6



HERMES MIS dimensions

• Insight into info through reports 
& dashboards

• Drill downs at the finest level of 
information

• Powerful what if scenarios

• Alerts to speed decision 
making

What if I automate a specific process? Is the output of the process used as input 

from other processes? How many of these processes could be easily automated 

then? What does the system suggest? And more than that what if i focus on the 

«Getting married» need?



Compliance with Greek eCompliance with Greek e--GIFGIF

The Greek eThe Greek e--Government Interoperability Government Interoperability 

FrameworkFramework

HERMES’ Pillar 6/6
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Security, Reliability, Satisfaction, 
Friendliness

I am on-line, I get what I 
want, End of discomfort, Public 
Sector comes at my home

24 Hours Public Service

One – Stop Shop
for the Information of 
Citizens & Businesses

Platform for 
Implementation of 
Interoperability

The Electronic Maestro of 
the Public Sector

The Expert Advisor for 
the Improvement of 

Public Sector

First Implementation 
Compliant with e-GIF

Platform for Execution of 
Secured Transactions

Basic 
Promises

User 
Imagery

User 
Experience

The 
Essence

Bringing it all together….



Questions

Constantine.Steriadis@oracle.com


