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Underlying Needs & Assurances

• Authenticate identity

• Protect identity

• Protect data 

• Safeguard online transactions

• Provide better citizen services and engagement 

• Follow the citizen & technology

• States and Nations must share and cooperate 

• Recognize implications of "cyber borders"



A View of the U.S.

A weak history of sharing…..

• 89,746 units of government

• 3,033 counties

• 19,492 municipalities (cities)

• 16,519 towns or townships

• 37,381 special districts

• 50 states



What has Changed?

• Post 911 wake-up (intelligence gathering & 

sharing)

• Growing need to validate citizen’s identity

• Advances in consumerization of technology

• Explosion of broadband availability & adoption

• Dramatic growth in mobile devices

• Shift from eGovernment to mGovernment

• Shift focus to include “cyber borders”



What has Changed? (Cont’d)

• President Obama champions: Transparency, 

Citizen Engagement, greater web-based 

communications and apps, cloud computing, 

IT modernization.

• Renewed focus on border control, passport 

control, and drivers licenses.

• Increased threats in network & cyber security.

• Greater pressure to do more with less.

• States and localities have formed new 

collaboration models.

• Increased mobility of citizens.



Elements of Identity

• Certificate of Birth

• Social Security number

• Drivers license

• Passport

• Voter registration card

• Fingerprints

• Retinal display



Thought: In the future, 

might every citizen 

have his/her own 

personal IP Address as 

a universal  ID?





Real ID and Getting Real….



U.S. Government Resources 

& Information





New Cross-Agency Areas of 

Focus

• Identity management

• Fraud prevention through shared databases

• Health record mobility for citizens

• Prescription drug abuse (NEMES)

• Emergency planning

• GIS databases



The U.S. Turns to NIEM





Types of New E and M-Services

 Public safety

 Public works

 eCommerce

 Bill Paying

 Forms

 GIS mapping

 Transportation/Traffic

 Economic development

 Location-based services

 911/311 

 Crime reporting



Elements of mGovernment

• Accessibility

• Availability

• Responsiveness

• Quality & efficiency

• Scalability

• Citizen Satisfaction/trust



Elements of mGovernment

• Requirement for privacy and 

security concerns.

• Online protections across all 

platforms.
– PCI compliance (or equivalent)

– Identity management & protection

– Network security

– Multi-platform support & stability









Crime Reports App™







On-Going Needs….

1. Strengthen & share citizen identification 

databases.

2. Greater cooperation among States and 

Nations.

3. Enhanced public sector performance & 

governance.

4. Protect against anonymous postings.

5. Create safeguards against identity theft.

6. Empowerment for digitally deprived 

citizens.

7. Safeguarding of data.

8. Innovation in service delivery. 



The Road Ahead…..

1. Greatest challenges will focus on culture 

and governance – not IT.

2. Increased citizen mistrust and unrest.

3. Greater need to manage citizen 

expectations and restore trust.

4. Web.2.0 and the power of social/civic 

networking – “cyber borders” are far-

reaching.

5. The need for greater inter-state and 

global cooperation. 
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